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CHAPTER 1
CACHING CONSIDERATIONS

1=1.- DEFINITION

Caching is the process of hiding equipment or materials in a secure storage
place with the view to future recovery for operational use.

1-2. OPERATIONAL USES

Caches have utility in a varlety of operational situations, but three types of
situations are particularly noteworthy.

a. Firast, cached supplies can meet emergency needs where personnel may be

barred from their normal supply sources by sudden developments, or travel
documents and extra funds may be needed for quick escape.

b. Second, caching can help sclve the 3upply problems of long-term
operations conducted far from a secure base,

¢, A third use of caching is to provide for anticipated needs of wartime
operations in areas likely to be overrun by the enemy.

1=3. STEP3 IN CACHING

Caching i3 a complex operation. From start to finish it involves the
following =teps: selection of material, procurement of material, and
selection of the site.

a. Selection of the Materlal. Selection of the material to be cached
requires = precise estimate of what will be needed by particular units and
particular operations.

b. Procurement. Procurement of the materlal wusually represents no
apeclal problems. In fact, the relative ease of procurement bhefore an
emergency arises is one of the prime considerations in favor of caching.

c. Selection of 3ite. Selection of the site entails careful consid-
eration of two factora!

(1) Initizsl econsiderationas.

(a) Contents and purpose of the cache. Planning for a caching
operation must start with the purpose and contents of each cache because these
basle factors influence the location of the cache as well as the method of
hiding. For instance, small barter items can be cached at any secure site
that %5 accessible to the intended user, since, once recovered, they can be
concealed rather easily on the person. However, since it would be wvery
difficult to conceal rifles for a guerrilla band after removal from a cache,
the site must be in an isoclated area where the band can establish at least
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temporary control. Sometimes it 1s impoasible to locate a cache where it
would be most convenient for the intended user. All logistical objectives
should be considered, however, and a sensible compromise made between

objectives and actual possibilities with security always the overriding
consideration.

(b) Anticipated enemy action. In planning caching operations,
planners’ must consider the current capabilities of any intelligence or
security services not participating in the operation and also the potential
hazards presented by thelr witting and unwitting accomplices. If the caching
is underfaken for wartime operaticnal purposes, ultimate success will depend
largely on whether the planners anticipate the various obstacles to recovery
which the enemy and hls accomplices will create if the enemy occuples the
area. What are the possibilities that the enemy will preempt an apparently
1deal site for one reason or another and thus deny access to it? A vacant
field surrounded by brush may seem ideal for a particular cache becsuse it is
near several highways. But will the strategic location invite the enemy to
locate an ordnance depot where the cache would be buried?

(e) Activities of the local population. Probably more dangerous
than deliberate enemy action are all of the chance circumstances that may
result in the discovery of the c¢ache. Normal activity, such as a new
building, may uncover it or impede access to it. Bad 1luck cannot be
anticipated, but probably the best hope of avoiding 1t lies in careful and
imaginative observation of the locality and of the people who reside in the
vicinity of a prospective cache site. If the cache 1s intended for wartime
use, the planner must attempt to imagine how the local residents will react to
the pressures of war and conquest. To mention only one of the more likely
reactions, a Communist regime probably will confiscate personal funds and
valuzbles, and many local residents may resort to caching as a meana of
avoliding confiscation. If caching becomes popular, any likely cache site will
receive much more attentlon than it normally does.

(d) Intended actiona by Allled forces. Since the use of one
site for several covert operations involves a risk of mutual compromise, some
otherwise sultable caching sites should be ruled out because they have been
selected for other clandestine purposes, such as drops or safehouses. Also, a
site should not be located where it may be destroyed or rendered inaccessible
by bombing or other Allied military action, should the area be occupled by the
enemy. Moreover, installations likely tc be objects of special protective
efforts by the occupyilng enemy are certain to be inaccassible to the ordinary
citizen. Therefore, If the cache is intended for wartime use, one should

avold areas such as those near key bridges, railroad intersections, power
plants, and munitlions factories,

(¢) Packaging and transportation assets. After assessing all of
the potential obstacles and hazards that a prospective cache site would

prezent, the planner should consider whether the operational aasets of the
organization are sufficient to overcome all obstacles securely. It 1is

especially necessary to consider the assets that could be used for packagling
and transporting the package to the site. Best resulta are obtained when the
packaging 1s done by experts at a packaging center. The first question,
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therefore, 1s to declde whether the package can be transported from the
headquarters or the fleld packaging center to the cache site securely and soon
encugh to meet the operational schedules. If not, the packaging must be done
locally, perhaps in a safehouse located within a few miles of the cache site.
If such an arrangement 1s necessary, the choice of the cache sites may be
restricted by limited =afehouse possibilities.

(f) Perscnnel assets. 3Since anyocne who participates directly in
the emplacement operation knows where the cache 1s located, it is of utmost
lmportance that only the most reliable persons be chosen to partiecipate, and
that no more than the necessary number be employed. The planner must consider
how far the persons being used will be from their regular residence to a
prospective cache site and what action cover will be required for their trip.
Sometimes the transportation and cover difficulties require that the site be
within a limited distance of the person's residence. The above considerations
alsc apply to the recovery personnel,

{(2) Relative evaluation of caching methods. Cholce of the caching
method to be used depends on the particular situation. It 1is therefore
unsound to lay down any general rules, with one exception. Always think in
terms of sultability: the method most suitable for each cache, considering
its specific purpose, the actual situation in the particular locality, and the
changes that may cceur if the enemy gains control,

{a) Concealment. This method requires the employment of
permanent man-made or natural features of the area to hide or disguise the
presence of the cache. It has several advantages. Both emplacement and
recovery usually can be accomplished with minimum time and labor, and a cache
concealed inside a building or dry cave 1is protected from the elements,
consequently requiring less elaborate packaging. Alse, in some cases, a
corncealed cache can be readily inspected from time to time to insure that it
iz still usable. However, there 13 always present the unpredictable chance of
accldental discovery in addition to all the hazards of wartime that may result
in discovery or destruction of a concealed cache or denial of access to the
site. The concealment methcd, therefore, is most suitable in cases where an
exceptionally secure site I3 available or where a need for quick access to the
cache justifies a calculated sacrifice in security. Concealment may range
from the securing of small gold coins under a tile in the floor to walling up
artillery in caves.

(b) Burial. In contrast to concealment, burial in the ground is
a laborious and time-consuming method of caching, but once in place, a
properly buried cache 1s generally secure. The difficulties encountered in
burial are threefold:

1. First, burial almost always requires a high-quality
contalner or special wrapping to protect the cache from moisture, chemicals,
and bacteria in the soil.

2. Secchd, emplacement or recovery of a buried cache
usually takes so Iong that the operation must be done after dark unless the
3ite is exceptionally secluded.
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. 3. Third, it is especially difficult to identify and locate
a burled cache.

Against all these drawbacks, however, stands the hard fact that in most cazes,
burial is the best way of achieving lasting security. Sites suitable for

secure concealment or submersion caches are few and far between, but adequate
burial sites can be found almost anywhere,

(e} Submersion. The container of a submerged cache must meet
such high technical standards for waterproofing and resistance to external
preasure that the use of field expedients is seldom workable. To insure that
a submerged cache will remaln dry and in place, the planner i{s faced with
ascertaining not only the depth of the water, but the type of bottom, the
currents, and other facts that are relatively difficult for nonapecialists to
obtain covertly. The emplacement operation likewlse requires a high degree of
skill, and at least two agents are usually essential for both emplacement and
recovery. Especially when a heavy package 1s involved, recovery is frequently
more difficult than emplacement and requires additional equipment. In view of
the complications--especially the difficulty of recovery--the submersion
method has been found suitable only on rare occasions. The most noteworthy
usage 1s the relatively rare maritime resupply operation where it is
impossible to deliver supplies directly to a reception committee, Caching
supplies offshore by submersion 1s often preferable to sending a landing party
ashore to make a buried cache.

1-4. CRITERIA FOR THE SITE

a. Accessibllity. When selecting a cache site, one should always keep in
mind that the site must be accessible not only for emplacement, but also for
recovery of the material whenever it may be needed. Even though the most
careful estimates of future operational conditions cannot insure that a cache
will be accessible when it 13 needed, there are three questiona that can and
should be definitely answered before emplacement.

(1} First, can the site be located by simple instruections,
unmistakably clear to someotie whe has never visited the location? A site may
be ideal in every other respect, but it must be ruled out if there are no
distinet, permanent landmarks within a readily measurable distance.

(2) 3Second, are there at least two secure routes to the site? An
alternate escape route offers hope of avolding detection and capture in an
emergency. Both routes should provide natural concealment so that the

emplacement party and the recovery party can visit the site without being seen
by any person normally in the vicinity.

(3) Third, can the cache be emplaced and recovered at the chosen site
in all seasons of the year? Snow and frozen ground make special problems for
a burled cache. Whatever method is used, snow on the ground iz a hazard
because it is impossible to obliterate a trail in the =now. Also, one must
conslder whether seasonal changea in the foliage will leave the =ite and the
routes dangerously exposed.



b. The Alternate Site. As a general rule it is advisable to select an
alternate site in case unforeseen difficulties should prevent use of the best
site. Unless the primary site is in a completely deserted area, there is
always some danger that the emplacement party will find it occupled as they
approach, or that the party will be observed as they near the site. The
alternate alite should be far enough away to be screened from view from the
primary site, but near enough so that the party can reach it without making a
seeond trip. The distance between the two sites will depend upon the terrain.

c. The Concealment Site.

(1) The sites for concealed caches are similar to drop sites. For
purposes of caching as it is here defined, however, there are three principal
differences. First, a concealment site must be far more durable than a drop.
Second, the time factor in the accessibility requirements for a cache site

usually is leas pressing. Use of a drop often requires precise timing to
conform to a tight operational schedule; unless a cache is intended for escape

purposes, immediate access at a precise time is seldom necessary. Third,
greater capacity 18 usually required of a cache site, since a drop 13 seldom
uged for equipment.

(2) A site that looks ideal for concealment may reveal itself to the
opposition for that very reason. A promising site may be equally attractive
to a native of an occupied country as the place to hide his valuables. The
only real key to the ideal concealment site is inspired, meticulous casing,

combined with great familiarity with local residents and thelr customs. The

following 1list of likely concealment sites is intended merely to 1llustrate
the possibilities:

(a) natural caves and caverns, abandoned mines and quarries,

(b) walls (behind loose bricks or stones or hidden behind the
plastered surface)},

{o} abandoned bulldings,

(d) infrequently used structures (stadiums and other
recreational facilities, rallroad facilities on spur lines),

(e) memorial edifices (mausoleums, crypts, monuments),
(f) publie buildings (museums, churches, libraries),
(g) ruins of historical interest,

(h) culverts,

(1) sewers, and

(1) cable conduits.

(3) Some of the criteriaz for a concealment site are:



(a) The site must be equally accessible to the emplacer and the
recovery individual. Visits to certain interior sites may be incompatible
with the cover of the emplacer or the recovery individual. For instance, a
site in a house owned by a relative of the emplacer may be unsuitable because
there 13 no adequate pretext for the recovery individual to enter the building
if he has no personal connection with the owner.

% (b) The site must remain accessible as long as the cache may be
needed. If access to a bullding depends upon an individusl's personal
relationship with the owmer, the death of the owner or the sale of the
property might render it inaccessible,

(e) Discovery of a cache on the site must not compromise any
persen involved in the operation. Even if a cache i3 completely sterile, as
every cache should be, the mere fact that it has been placed in a particular
site may compromise certain persons. To continue the foregoing example, if
the cache were discovered by the police, they could be led to sugpect the
emplacer because it was found in his relative's house.

(d) The site must not be frequented by potentially hostile
persons. A site in a museum, for instance, would be insecure if police guards
or curious visitors frequently entered the room.

() The site must be physically secure for the preservation of
the cached material. Most bulldings involve a risk that the cache may be
destroyed or damaged by fire, especially in wartime. The risk may be slight,
but it should be considered and weighed against the advantages of an interior
site.

(4} A custodian may serve to facilitate access to a building or to
guard a cache. Use of such an individual is considered inadvisable, however,
as a custodian poses an additional security risk. He may use the contents of
the cache for personal profit or reveal its location for other reasons,

d. The Burial Site. In the selection of a burial site, the following
special factors should be considered along with the basic considerations of
sultability and accesszibility:

(1} Drainage. This includes the elevation of the site and the type
of soil. The importance of good drainage makes a site on high ground
preferable unless other conalderations rule it out. Molsture is cone of the
greatest natural threatz to the contents of the cache, and swamp muck 1ia the
moat difficult soil to work in. If the site {s near a stream or river, it is
especlally important to ascertain that the cache is well above the all-year
high-water mark so that it will not be uncovered if the so0il 1s washed away
during the flood season.

(2) Ground cover. The types of vegetation at the site will influence
the choice. Roots of deciduous trees make digging very difficult; coniferous

trees have less extensive root aystems, Also, the presence of goniferous
trees usually means that the site 1s well drained., Does the vegetation shaow
paths or other indications that the site is frequented too much for secure



caching? Can the ground cover be easlly restored to normal appearance when
burial is completed? Tall grass reveals that 1t has been trampled, while an
overlay of leaves and humus can be replaced easlly and will effectively
conceal a freshly refilled hole.

~ (3) Natural concealment. The vegetation or the surrounding terrain
should offer natural concealment for the burial and recovery partles working

at the site. Seasonal varlations 1in the follage should be considered
carefully.

(4) Type of soil. Sandy loam is ideal because it 13 easy to dig and
drains well. Clay scll should be avoided because 1t becomes quite sticky in

wet weather and during a dry season it may become so hard that it is almost
impoasible to dig.

(B) Snowfall and freezing. Data on the normal snowfall, the depth to
which the ground freezes 1n winter, and the usual dates of freezing and
thawing influence the choice of the site if there is any posaibility that the
cache must be buried or recovered in winter. Frozen ground impedes digging
and at best requires special consideration in computing the time allotted for
burial or recovery. 3now on the ground 1s especlally hazardous for the burial
operation. It 15 practically impossible to restore the snow over the
axcavation to normal appearance unless cone is favored with more snowfall or a
brisk wind at the propltious moment. Furthermore, it is very difficult to

make sure that no traces of the gperation will be left after the snow has
melted.

(6) Rocks and other subsurface obstructions. The presence of any
large obstructions that might make it impossible to use a particular site can
be determined to some extent before digging by probing with a rod or stake at
the exact spot selected for the cache.

e. The Submersion 3ite.

(1) To be sultable for a submerged cache, a body of water muat have
certain characteristics that can be determined only by a thorough survey of
the zite. The importance of these characteristica will be understood after
familiarization with the technicalities of submersion (discussed in the
section on emplacement). Meanwhile, it should be noted that submerslon
usually requires a boat, first for reconnoitering, then for emplacement. Thus
the special accessibility problems involved in submersion usually narrow down
to avalilability of a boat and actlon cover for using it. If there 13 no

fishing or pleasure boating at the site, the cover for thls peculiar type
boating may be a real problem.

(2) In troplecal areas the course of streams or rivers is frequently
changed by the seasonal rainfall and can cause many problems, This fact

should be Kept in mind in relation both to the choice of sites and to the
salection of reference points.



1-5. FINDING THE SITE

a. The Map Survey. Finding the site that meets the eriteria described
above 1is frequently %1ff1cu1t. and usually requires a thorough systematic
survey of the general area designated for the cache. The first phase of the
survey 1s best done with as large scale a map of the area as is available, By
close serutiny of the map the planner can soon determine whether a particular
sector must be ruled out as being too near factories, homes, busy
thoroughfares, or probable military targets in wartime. A good military-type
map will also suggest the positive featuresz in the topography: proximity to
adequate roads or trails, natural concealment in the form of surrounding woods
or groves, and adequate drainage. A map also will show the natural and
man=made features 1n the landscape. It will provide the indispensable
reference points for locating a cache site: confluences of streams, dams and
waterfalls, road Junctures and distance markers, villages, bridges, churches,
and cemeteries.

b. The Personal Reconnaissance.

(1) A map survey normally should yield the location of several
promising sites within the general area designated for the cache. In order to
select and pinpoint the best site, however, it is essential for =
well-qualified observer to examine each site first hand. If possible, whoever
examines the site should be provided with adequate maps, a compass, a drawing
pad or board for making sketech maps or tracings, and a metallic measuring
1ine. (A wire knotted at regular intervals is adequate for measuring. Twine
or cloth measuring tapes should not be used because stretching or shrinkage
will make them Iinaccurate if they get wet.) & probe rod also should be
provided for probing prospective burial sites, if it can be carried securely.

(2) Since the observer can seldom hope to complete his field survey
without being noticed by loeal residents, his action cover 13 of utmost
importance. The cover must fit the individual as well as offer s natural
explanation for his exploratory activity in the area. Ordinarily this means
that either the observer poses as a tourist or other newcomer with some
pretext for visiting the locality, or else his actlion cover must be developed
over an extended period before he undertakes actual reconnalssance, For
instance, a known resident of the locality cannot suddenly take up hunting,
fishing, or wildlife photography without arousing interest and perhaps
suspicion; he must build up a reputation for being a devotee of his sport or
hobby.

¢. Reference Points for Locating a Site.

{1) When a suitable cache site has been found, the final and
absolutely essential requirement is that it can be located readily by simple,
unmistakable instructions. The instructions must identify the general area
(the generally recognizable place names, from the country down to the nearest
village) and an immediate reference point (IRP), which can be any durable
landmark definitely IdentIfiable by title or 3imple description (the only
Roman Catholie Church in a certain village, the only bridge on a named road
between two villages). The instructions must also include a final reference




point (FRP), which must meet four requirements,

(a} First, it must be definitely identifiable, including at
least ane feature that can be used as a precise reference point.

(b) Second, 1t must be an object that will remain fixed as long
as the cache may be used.

{e} Third, it must be near enough to the cache to pinpoint the
exact location of The cache by precise linear measurements from the FRP to the
cache.

(d} Fourth, the FRP should be related to the IRP by s simple
route description, proceeding from the IRP to the FRP.

(2) 3ince the route deseription should be reduced to the minimum
essential, the ideal solution for logating the cache {s to combine the IRP and
the FRP in one landmark readily identifiable but sufficiently secluded to
permit locating the cache nearby. These criteria may be met sometimes by the
following objects: small, unfrequented bridges and dams, boundary markers,
kilometer markers and culverts along unfrequented roads, geodetlc survey
markers, battle monuments, and wayside shrines. When such 1ldeal reference
polnts are not avallable at an otherwise sultable site, natural or man-made
obJects such as the following may serve as FRP: large rocks, posts for power
or telephone lines, Intersectiona in stone fences or hedgerows, and
gravestones in isolated cemeteries.

d. Pinpointing Techniques. It 1s absolutely essential that the recovery
instructions ldentify the exact location of the cache. This is done by
deseribing the point where it is placed in terms that relate it to the FRP.
When the concealment method is used, the cache ordinarily 1s placed inside the
FRP so 1t is pinpointed by a precise description of the FRP. A submerged
cache usually is plnpointed by describlng exactly how the moorings are
attached to the FRP. With a burled cache, any of the following techniques may
be used:

(1) Placing directly beside the FRP, The simplest method is to place
the cache directly beside the FRP. Then the plnpointing problem is reduced to
specifying a precise reference polnt on the FRP. (3ee Sketch 1.)

(2) Sighting by projection. This method can be used if the FRP has
one flat 3ide long enough to permit precise sighting by projecting a line
along the side of the object. The cache is placed a measured distance aleong
the sighted line. (See Sketch 2.) This method can also be used if two
precise FRPs are available, by projecting a line sighted between the two
objecta. In elther case, the instructions for finding the cache must state
the approximate direction of the cache from the FRP. Since small errors In
sighting are magnified as the sighted 1line is extended, the cache should be
placed a3 cloge to the FRP as other factors permit. Ordinarily this method
becomes unreliable if the aighted line i3 extended beyond 50 meters.
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Sketeh 1, Cache is located adjacent to S.W. corner of church on 5. side.

Sketeh 2. Cache is located 9 meters N. of N.E, corner in
line with N.E. side of shrine.
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(3) Placing at the intersection of measured lines. If two FRPs are
available within several paces, the cache can be one line heing projected from
each of the FRPs. (See Sketch 3.) If this methed is used, the approximate
directicn of the cache from each FRP must be stated. To insure accuracy,
neither of the projected lines {(from the FRPs to the point of emplacement)
should be more than twice as long as the base line (between the two FRPs). If
this proportion 1s maintained, the only limitation upon the length of the
projected lines is the length of the measuring line that the recovery party is

expected to carry. Two measuring lines should be provided when this method is
used.

Sketech 3. Cache 1a located 12 meters S.W. of kilometer stone 28 and 12 meters

3.E. from center of 3. end of culvert 14 meters W. of kilometer
atone 28.

(4} Sighting by compass azimuth.

(a) If the above methods of sighting are not feasible, one
measured line may be projected by taking a compass azimuth from the FRP to the
point where the cache 13 placed. (See Sketch 4.) To avold confusion, 1t is
preferable to use an azimuth to a cardinal point of the compass (north, east,
aouth, or west). 3Since compass sightings are likely to be 1naccurate, a cache
that is pinpointed by this method should not be placed more than ten meters
from the FRP,

(b} Sketch 5 illustrates how sighting by compass azimuth can be

combined with placing at the intersection of measured lines when only one FRP
{s available but a multiple cache is required. (A multiple cache is usually

employed for communications equipment.) Whenever possible, it 1s preferable

to use several FRPs for pinpointing a multiple cache, as illustrated by Sketch
13 (see appendix A).
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Sketch 4. Cache i{s located 3 meters from center of well
on compass reading of S00.

Sketeh 5. Cache 1 is located 3 meters from center of well on compass bearing
of 900, Cache 2 is 12 meters from cache 1 on extension of 1line

between cache 1 and center of well. Cache 3 is 15 meters N.E.
center of well and 11 meters N, of cache 2.
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d. Measuring Distances.

(1) All measured distances should be expressed in a linear system the
recovery agent 1z sure to understand--ordinarily the standard system for the
country where the cache is located. Whole numbers (6 meters, not 6.3 or &
1/2) should be used in order to Kkeep recovery instructions as brief as
possible. It should be stressed one cannot obtain whole numbers by selecting
the, exact location for the cache, then taking =ightings and measurements.
Ordinarily one should start with the idea of keeping all measurements as
simple a3z poss3ible and proceed to locate the cache accordingly.

(2) If the surface of the ground between the points to be measured is
uneven, the linear distance should be measured on a direct line from point to
point, rather than by following the contour of the ground. This procedure
requires a measuring line long enough to reach the full distance from point to
point and strong enough to be pulled taut without risk of breaking.

e. Marking the Point of Emplacement.

{1} The emplacement operation can be simplified and critical time
saved if the point where the cache iz to be burled is marked during the
reconnaissance.

(2} If a night burial 1is planned, it may be necessary to mark the
point of emplacement during a daylight reconnalssance, and this procedure
should be used whenever operational conditions permit.

(3} The marker must be an cbject that 1s meaningless to an unwitting
obgerver, but easily recognized--such as a small rock or a branch with the
butt placed at the point selected for the emplacement.

. Additional Data Required for Emplacement.

(1) During his personal reconnaissance the observer must not only
pinpoint the cache =site, but alsoc gather all the incidental information
required for planning the emplacement operation. It is especially important
to determine the best route to the site and at least one alternate route, the
securlty hazards along these routes, and any information that can be used to
overcome the hazards.

(2} Since these data will also be essential for the recovery
operation, they must be included in the final cache report compiled after
emplacement. Therefore, the observer should be thoroughly familiar with the
"Iwelve=Polnt Cache Report" {(appendix A) before he starts his reconnalssance.
This report is used as z checklist and he should attempt to observe and record
as much as possible of the data =pecified 1n this checklist, particularly
points 6 through 9 and 11, The initial reconnaissance also provides an

excellent ﬂ}l;:lpartunit for a preliminary estimate of the time required for
getting to the site from some arbitrary starting point.
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