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CHAPTER 1

INTRODUCTION

1-1. Purpose

The purpose of this manual is to familiarize qualified personnel with problem areas of supplying electrica
power to automated data processing (ADP) systems. Special emphasisis placed on areas most often
overlooked or misunderstood by experienced designers and personnel responsible for maintaining an
outflow of quality datafrom an ADP installation. ADP systems are highly reliable, but will on occasion
malfunction and because of their complexity will require the services of highly skilled personnel to
correct and maintain the systems. This manua covers many inter-related aspects of an ADP installation
in regard to the electrical and life-safety systems. This manua will review the systems found in the
typica data center, and is not intended to provide the detailed level of understanding where arithmetic and
other more advanced mathematics are required to describe or explain a given function.

1-2. Scope

This manua islimited in scope in thet it in no way is intended to be a course in the design of ADP
systems or related components. The engineering skills needed to design ADP systems are abilities
acquired through the process of formal education and actual field experience. The area of field
experience will be stressed in this manual and the subjects focused upon will be those areas that are
frequently the least understood. This manual will be useful to the power-oriented engineer with limited
commercia building experience and personnel responsible for the electrical design, inspection,
installation, and maintenance supervision of electrical power distribution systems supplying ADP
systems. This manual is not intended as a replacement for the engineering text furnished as part of ADP
system components, but rather, should be used to supplement and better evaluate established design
practices. While the fundamental objective of any ADP system is the processing of input data, the output
data can be greatly atered and influenced by the quality of power supplying the ADP system. In spite of
the wide variation of systemsin use, all ADP systems respond adversely in some degree to the quality of
the basic power sources available. The manua addresses the following primary elements required for a
safe and reliable ADP system.

a. Quality of the électrical power system for both efficiency and reliability
b. Safeelectrical installations
c. Proper electrical grounding
d. Standardization of ADP systems at various sites
1-3. References

Design, installation, and maintenance requirements should follow the latest version of applicable codes
and standards from recognized industry and commercia groups and committees. Appendix A contains a
complete listing of references used in this manual.
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CHAPTER 2

FACILITY POWER SYSTEM

2-1. Dependable power system requirements

Commercid power companies attempt to provide continuous, trouble-free, dependable service. The
computer and other sophisticated el ectronic devices have become of great concern throughout industry as
users become more dependent on continuous up-time and trouble-free operation of their systems. Better
knowledge of ac power and the problems that introduce faulty conditions would prevent unnecessary
downtime and costly repairs. Initial site preparation, proper installation procedures, and the use of proper
power line conditioning devices can prevent many of these related problems.

a. Environmenta conditions play amajor part in insuring that computer systems operate at maximum
efficiency. Proper temperature control becomes very important. Variations in temperature lead to
component thermal shock, resulting in excessive downtime. High particulate counts in the atmosphere
contaminate and cause problems. Corrosives have short- and long-term adverse effects. Vibration in
heavy industrial areas must be observed and considered. Radio frequency interference (RFI) must be
detected and prevented and so must electrostatic discharge (ESD).

b. Conductive contamination of computer room equipment by zinc whiskers can cause voltage or
signal perturbations leading to machine errors or equipment shutdown. Zinc whiskers can grow on metal
stringers or on the bottom or sides of floor tiles that have a zinc el ectropl ated-passivation coating on the
tile's sheet metal pan. Asfloor tiles are moved or disturbed, the zinc whiskers break off , become
arborne, and make their way inside computer systems’ equipment. The zinc whiskers lodge themselves
in electronic components of logic cards and power supplies causing either a voltage or signa perturbation.
At this point the machine posts an error or shuts down. Inspection, cleaning, and floor tile replacement
can prevent or correct this problem. However, computer room floor tile manufacturers have identified
this problem as no zinc electroplated floor tiles have been manufactured for several years.

c. Thefive most prevaent causes of computer and electronic problems are: (1) poor or improper
grounding of equipment, (2) loose wiring connections, (3) improper computer room temperature and
humidity control, (4) degraded power, and (5) systems mismatching.

d. Power line noise, poor regulation, and impulse transients can cause a host of problemswhen
coupled into sensitive electrical and electronic circuits. Steps can be taken to reduce these problems by
proper conditioning, grounding, and shielding. Y et, the weakest link in such circuitry may well be the
power supply, since these impulse transients and the line noise may be coupled through it and super-
imposed on the signals. Low-level analog circuits are not unique in this respect. Digital instrumentation,
computers, data processing equipment, recorders, etc., are al vulnerable.

e. Thecommercid utility specifications define limits for amplitude variations, frequency variations,
and harmonic distortion for the power they furnish, but make no official mention of the fluctuations
lasting from 1 microsecond to 30 milliseconds that occur during load switching, transformer tap
switching, or phase compensation. Some utilities have, however, admitted that voltage variations to 300
percent, lasting up to 1 minute, may occur. Their position is understandable, considering that many of the
fluctuations, impulse transients, and interruptions are not caused by their own equipment.

2-1
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f.  When the dlectric lights flicker, it means that a power line voltage fluctuation has occurred. It also
means that the fluctuation lasted about half a second since the human eye cannot detect light intensity
changes that occur at much faster rates. However, many of the fluctuations that appear on power lines
last for only afew milliseconds or microseconds. Critical €ectronic circuits respond to these high-speed
fluctuations, causing erratic and erroneous operation. In addition, subjecting circuit components to the
cumul ative stresses exerted by these impulse transients can cause intermittent changes or component
breakdowns that may occur even at atime when line transients are not present. Therefore, it isvita to
determine whether the power source is clean.

g. The power lineis exposed to al the noise voltages generated by the appliances, tools, and machines
that receive power from it, and these noise voltages are superimposed on the line voltage and coupled
through the power step-down transformer. When these noise voltages pass through the transformer, they
appear in the power supply. The noise voltages may cause the power supply to break into oscillation, or
may smply pass through it to appear in the electronic logic, control, or amplifier circuits. In either case,
the noise voltages may cause a computer to make errors, may induce non-programmed jumps, or may
actualy cause equipment damage.

h. Power line conductors also act as antennas and pick up radiated voltage from automobile ignition
systems, high-power transmitters, fluorescent lamps, diathermy machines, and lightning. These voltages
appear equally on each conductor of a pair, and consequently cannot be measured between them. The
voltages do, however, appear between either lead and ground. While this voltage cannot be detected
between the input leads, it is coupled through the distribution capacitances between the individua turns of
the primary and secondary transformer winding and appears as normal mode noise across the secondary
winding. Suppressing these line surges, dips, transients, and power fluctuations at their radiated voltage
sources would be an impossible task. The only realistic approach to eliminating their effectsis to isolate
each critical equipment installation from these disturbances.

i. Thereareonly six basic categories of power line problems - total loss of line power for extended
periods, insufficient or excessive power line voltage, harmonic distortion, high frequency noise, impulse
transients, and combinations of these.

(1) With atota loss of power, the equipment receives no power and does not operate.

(2) Duringinsufficient or excessive voltage, many types of equipment mafunctions and even
equipment damage can occur, but the condition can be detected by monitoring the power and voltage with
an ac voltmeter.

(3) Harmonic distortion is detected using either an oscilloscope or a harmonic distortion analyzer.

(4) Theremaining types of problems, noise and impulse transients, cannot be detected by either the
human eye or an ordinary voltmeter, because neither the eye nor the meter can respond to the rates of
changes that occur when these phenomena are present. Studies have concluded that these types of
transient overvoltages cause amost 90 percent of soft and hard failure to computer systems through the
power line. Theidea device for detecting either noise or impulse transients is a power line monitor,
provided it has the proper characteristics and is correctly connected to the power circuit. However, even
many expensive monitors do not give total true peak amplitudes, rendering it impossible to correlate the
amplitude of an impulse and its relationship to the sinewave. The best power line monitors will record
trans ents with amplitudes varying from afew hundred voltage to several hundreds or thousands of volts
which last for as little as 30 nanoseconds. Some record amplitude, frequency, and time. Some monitor
only single-phase power lines and others accept and monitor three-phase inputs. Proper connections of
the monitoring equipment are amust. An improperly connected monitor may totally ignore line voltage
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abnormalities, and the power line may be erroneoudy eliminated as the culprit when critical measuring or
data processing equipment malfunctions. Measurement limits must also be set properly or much of the
valuable data may be misinterpreted and ignored.

2-2. Commercial (utility) power

Electrical power generating plants are generally located in remote areas near some natural source of
power such as water, oil, or coa. The electrical power must be delivered to where it is consumed viaa
transmission line. To minimize losses, power is transmitted at high voltage and low current. The
generator outputs three-phase, ac power normally at 18,000 to 22,000 volts. The voltage is then increased
through step-up transformers to 69,000 to 500,000 volts. These high voltage transmission lines are then
tapped off at substations, which step the voltage down and deliver three-phase ac power to the local lines
at some intermediate voltage such as 13,800 volts. The fina reduction to anomina 480 volts or 208/120
volts usually occurs at a transformer located near or in the user’s facility. This may aso be derived from
the incoming 480 volt power line with an additional step-down transformer.

a. Power isgenerated and transmitted in three-phase form for several reasons. Three-phase current
produces arotating field, which is useful in motor applications. Poly-phase motors are smpler to
construct, are more efficient, and operate more smoothly, especialy at larger horsepower ratings, i.e., 100
horsepower and above. Three-phase power also has less ripple when rectified, thus requiring less
filtering. The three-phase, three-wire transmission system delivers 1.73 (square root of 3) times as much
power as a two-wire, Sngle-phase system. Thisresultsin a savings of 25 percent in the amount of copper
required to transmit a given amount of power afixed distance with a given line loss and fixed voltages
between conductors.

b. North American utility companies attempt to maintain electrical power within the following
tolerances.

(1) The nominal frequency of 60 hertz is maintained within £0.5 hertz. The frequency is generaly
within £0.2 hertz in the United States and Canada because of the grid integrity between the two countries
and between areas within each country.

(2) Utilities attempt to provide voltage with no harmonic distortion; i.e., no frequency component
other than the 60 hertz fundamental frequency. There will, however, inevitably be evidence of the 3¢, 5",
and 7" harmonics.

(3) Utilities dlso strive to limit noise spikes - generated either within or outside the service drop
(from transformer to main service panel). Spikes (impulse transients) from lightning and switching
operations will be present, however.

(4) “Norma” voltage root mean square (RMS) amplitudes are as follows.

(a) The 120 volts normal is permitted to drop to 111 volts at the utility feed (distribution
transformer).

(b) From the utility an additiona 3 percent voltage drop is alowed to the service entrance
(meter).

(c) A 2 percent drop is considered acceptable from the service entrance to the equipment.
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(d) The lowest dlowable RMS value at the equipment is, therefore, 105 volts without
brownoults.

2-3. Power line phenomena

There are six basic power line disturbances or anomalies.

a. A lossof voltage or a complete power outage can range from downed power linesto failed
transformers, to tripped circuit breakers, etc. These power outages may last for a short one-haf cycle of
the 60 hertz sinewave (8.3 milliseconds) or for severa hours. Most are no longer than a few seconds.

b. High or low voltages’amplitude changes can be detected with a voltmeter or a voltage recorder.
Causes may be power lines, distribution panels, and/or the wiring being too heavily loaded. In addition,
being too close to the source of the power or too far from the source of power can cause large voltage
fluctuations, as well as starting or stopping heavy motor loads, non-uniform loading of poly-phase
transformers, or poor regulation. If an undervoltage condition continues for more than 0.5 cycle (8.3
milliseconds), but less than 1 minute, thisis referred to asa sag . If an overvoltage condition continues for
more than 0.5 cycles (8.3 milliseconds), but less than 1 minute, thisis referred to asa swell. Longer than
1 minute they are referred to as an undervoltage or overvoltage.

c. Harmonic distortion occurs when the normal sinewave is mis-shaped caused by harmonics
(multiples of the primary frequency). When 60 hertz power is generated, multiple harmonic frequencies
are generated but normally only the odd harmonics have sufficient amplitude to be of concern. Generally,
these harmonics can only be detected by specially designed equipment. Flat-topping of the sinewave, as
seen on an oscilloscope, is the first indication of harmonic distortion. Under severe conditions, the
sinewave can look extremely distorted. Causes may include overloading or improper loading of
transformers, faulty regulation transformers, fluorescent or other electric-discharge lighting, and/or data
processing equipment.

d. Noiseisnormally detected as bad or faulty data and then investigated with an oscilloscope.
Oscilloscopes are used to detect and analyze high frequency events or even to analyze the 60 hertz power
snewave. Noiseisalow voltage, low current, high frequency signal riding on the 60 hertz sinewave and
is characterized by having a repeatable frequency pattern, one that can be determined and analyzed.
Generdly it is electromagnetic interference (EMI) and is caused by having the power or data lines or the
equipment too close to a source of EMI; alarge motor or transformer for instance. Improper grounds or
grounding can aso be a cause. Noise can aso be RFI if aradio tower or transmitter is located nearby.

e. Transients or impulses are high voltage, high-current, fast bursts of energy riding on the 60 hertz
sinewave. They also exhibit a non-repeatable frequency pattern even when resulting from the same
repeated event. They exhibit extremely fast rise times (1 microsecond to peak) and last for less than 8.3
milliseconds, usually decaying to 50 percent of peak valuein 1 millisecond or less. Because they have no
repeatable frequency pattern and are random in occurrence, they are extremely difficult todetect. Power
line analyzers must be used to detect the presence of transients although the first indication of their
existence is usually data errors, computer crashes, and damaged circuitry. Microprocessor based
equipment is very susceptible to damage from these anomalies. Transients occur whenever the current
through any inductive load (motors, transformers, coils of any kind) is changed at arapid rate. Thisrapid
change in current is the result of switching actions, sudden power outages, and applications of power.
Transents are also induced on power and data lines by nearby lightning strikes or having data lines too
close to power lines that are being switched.
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f.  The most common anomaly is any combination of the above. While any of these problems can and
do occur by themselves, the more general rule isfor them to occur in combinations. Transients aways
accompany voltage outages. High or low voltages may result in noise when power supplies are put under
the strain of having to work at input voltage levels outside their design limits.

g. Different anomalies have different affects on various types of equipment. Take, for example, the
length of a power interruption. A wall clock or scanner may be unaffected for up to four cycles without
power. Other equipment like card readers, symbol generators, and many computers cannot stand to be
without power for even one-half cycle (8.3 milliseconds). The equipment that is the most susceptible to
short interruptions will also be the most adversely affected by the short duration impulses and vice versa.

h. Manufacturers attempt to build some protection into their equipment but competition limits what
they can do economically. The Information Technology Industry Council (1TI) sets guidelines for such
protection by suggesting an ac input power profile envelope shown in appendix B. They suggest that
information technology equipment should be designed to meet these guidelines. However, even if the
equipment were designed to this power profile guide, the envelope does not cover the power profile of the
utilities supplying the power.

i. Power companies attempt to provide the cleanest and most stable power (input voltage)to their
customers. Thereis very little attempt to constrain anomalies shorter than one haf cycle (8.3
milliseconds); i.e., impulses, EMI, RFI. The input power line may carry short duration variations (less
than 8.3 milliseconds duration) whose voltage amplitudes can be hundreds of times greater than nominal.
These“Type | disturbances’ are often damaging to electronic equipment. Between 8.3 milliseconds and
0.5 second the power line may still vary as much as +30 percent to —40 percent of nominal. These “Type
Il disturbances’ (sagsand swells) may aso adversely affect the equipment as will the ‘ Type 111
disturbances,” voltage dropouts, and overvoltages.”

(1) To counteract these conditions and protect computerized equipment from these anomalies, the
ITI recommends that all computerized equipment be designed to operate within the set guiddlines.
Equipment designed and manufactured to meet this recommendation should then withstand any variations
within the guidelines. Therefore, an impulse with voltage amplitude less than 200 percent of nomina
rated RM S and shorter than 100 microseconds duration should not adversely affect the equipment.
Neither should those less than 100 percent and shorter than 1 millisecond or less than 30 percent and
shorter than 8.33 milliseconds.

(2) Engineersfrom IBM conducted a study from which they were able to determine the incidence
rate of harmful power line disturbances. They studied a large number of installations over an extended
period of time and in 1974 published their findings in a document [1] “Monitoring of Computer
Installation for Power Line Disturbances,” G. W. Allen and D. Segdl, Institute of Electrical and Electronic
(IEEE) Winter Power Meeting Conference Paper C74-199-6. The results showed that 88.5 percent of
power line disturbances were Type | disturbances, 11 percent were Type Il disturbances, and 0.5 percent
were Type Il disturbances. Typel, I, and Il disturbances were defined as having durations of less than
0.5 cycles, 0.5t0 120 cycles, and greater than 120 cycles, respectively.

(a) While Type | disturbances are the most damaging to equipment and data, even Types Il and
I11 can be of great importance for customers who cannot tolerate the inconvenience and high cost of
downtime or erroneous data, loss of data, etc. There will be many cases where a customer may need and
be willing to go to great expense to eliminate even the least frequent of these occurrences.
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(b) Electronic chips have become denser —more than one million components on asmall chip
— and are thus even more susceptible to Type | disturbances. Utilities are attempting to hold closer
tolerances on the voltage, and yet, sags and swells (Type I1) and outages (Type I11) are on the increase.

(3) Severd recent power quality surveys have been conducted and published in an effort to define
the electrical environment. These studies are [2] “ Diagnosing Power Quality-Related Computer
Problems,” T. S. Key, |[EEE Transactions on Industry Applications (1979); [3] “The Quality of U.S.
Commercial AC Power,” M. Goldstein and P.D. Speranza, INTELLEC (IEEE Internationa
Telecommunications Energy Conference, 1982); [4] “ Canadian National Power Quality Survey Results,”
M. B. Hughes and J. S. Chan, Proceedings of EPRI’s PQA ’95; [5] “Point of Utilization Power Quality
Study Results,” D. S. Dorr, IEEE Transactions on Industry Applications (1995); [6] “Preliminary Results
of Monitoring from the EPRI Distribution Power Quality Project” D. D. Sabin and T.E. Grehe,
Proceedings of EPRI’s PQA *95; [7] “Power Quality Site Surveys. Facts, Fiction, and Falacies,” F. D.
Martzloff and T.S. Gruzs, |[EEE Transactions on Industry Applications (1988); and [8] “Matching
Appliances to their Electrica Environments,” T. S. Key, D.S. Door, M.B. Hughes and J.J. Stanidawski,,
Proceedings of EPRI’s PQA ’95. Studies[1], [2] and [3] are compared in study [7] and in the appendix of
|IEEE Std. P1100-1992. Studies [4], [5] and [6] are compared in study [8].

(4) Recent studies have redefined Typel, I1, and 111 disturbances as transient, momentary, and
steady-dtate disturbances respectively. Transient disturbances include unipolar transients, oscillatory
transients (such as capacitor switching), localized faults, and other events typically lasting less than 10
milliseconds. Momentary disturbances are voltage sags, swells, and interruptions lasting more than 10
milliseconds but less than 3 seconds. Steady-state disturbances are undervoltages, overvoltages, and
interruptions that last 3 seconds or longer.

2-4. Power quality requirements

Prior to design and installation of a sophisticated automated data processing (ADP), the end user should
request from the electric utility areport on the quality of distribution supplied power at the location.
Quality of supplied power is intended to include not only the annual expected outage rate at the specified
feeder location, which is now available from feeder outage records, but also a voltage sag history using
the following methods.

a. Install one power analyzer per selected substation to record on paper or magnetic tape the
maghitude of voltage sags and their duration in cycles together with date and time of occurrence.
Installations would be made at one major distribution substation per 25-mile radius with the monitored
voltage being the distribution supply voltage as stepped down by metering or station service transformers.
Only voltage sags of 10 percent or greater would be monitored.

b. The voltage sag histories would be collected monthly and the cause of the recorded sags identif ied
from fault records to establish location and type of system fault causing the voltage sag.

c. Short circuit computer runs would be performed duplicating the fault conditions to establish the
magnitude and duration of the monitored sags, which occurred at the non-monitored substation busses.
The duration assigned would be the same as that recorded at the monitored station.

d. Annual voltage sag histories would then be developed for al distribution substations.

e. The above steps establish voltage sag histories for all major substation busses on the electric supply

system. One remaining step remains and that is to establish the expected voltage sag history at the
customer’ s computer location on the feeder. If the computer is to be supplied from afeeder originating
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from the same distribution substation bus for which the substation voltage sag history was developed, no
further corrections are necessary. If on the other hand, the feeder in question originates from another
distribution substation bus which is not directly connected to the bus for which the substation voltage sag
history was developed, it will be necessary to adjust the counts of voltage sags due to feeder faultsin
proportion to the total number of feeder faults occurring on the two busses. If the number of faults
occurring on feeders supplied from each bus of atwo separate bus substation is about the same, the
correction will not be necessary.

2-5. Power quality parameters

Since over 88 percent of the harmful power line disturbances recorded in the IBM study were Type |
disturbances (transients), additional investigation of the specific disruptionsis warranted. The magjority of
these disturbances (49 percent of the overall total) were “oscillatory, decaying transients.” These would
be the result of lightning or some other sharp electrical “hit” that would excite the natural frequency of the
subject electrical system (much like atuning fork is excited). The electrical system will then ring at its
natural frequency, f, (different electrical systems have different natural frequencies just as different
mechanica systems have different natural frequencies), defined as.

f,= 1/2p(LC)*?

The amplitude of the natural frequency (voltage in this case) will then decay at an exponential rate
dependent upon the stiffness of the electrical system, amount of wiring, wire sizes, layout, etc. Due to the
fact that induced lightning can be one of the initiators of this oscillatory action, the initial amplitude
(voltage) of the resultant sinewave can be very high (thousands of volts) and may contain a lot of energy
(thousands of joules).

a. Theremaining Type | disturbances were “voltage spikes (impulse transients)” characterized by very
fast rise times and dow decay times. These single uni-directional events contain a wide range of
frequencies as indicated by the 1 microsecond rise time to full amplitude indicating the presence of
severa extremely high frequency components in excess of 1 megahertz (MHZ) and the relatively Sow
decay time to 50 percent of full amplitude of 1 millisecond (1000 microseconds). This ow decay time
indicates low frequency components of 1 kilohertz (kHz) or less.

b. For years, transient suppression devices have been tested for “impulse transient” suppression
capability using transient wave forms given in American National Standards Institute (ANSI)/IEEE Guide
C62.41-1991, |IEEE Recommended Practice for Surge Voltagesin Low Voltage AC Power Circuits.
These wave forms were 1.2 microseconds x 50 microseconds for the voltage and 8 microseconds x 20
microseconds for the current. A study of wave forms actually recorded in the field was published as an
|EEE paper (85 WM 243-1). This study, conducted in nine cities across the United States, over a 2-year
period shows a much different real wave shape. Both voltage and current were recorded and correlated.
To be accepted as valid data, the voltage and current events had to both occur within a50 microsecond
window.

(1) A total of 277,612 correlated events were recorded measuring the peak value and the time to
reach pesk aong with the 50 percent decay point value and the time to reach that value. The computer
rendition of the resultant wave form is a 1 microsecond x 1000 microseconds voltage wave form and a 60
microseconds by 1000 microseconds current wave form. A total of 89.4 percent of the caculated wave
formsfall within +10 percent of these wave forms.

(2) From the data it was concluded that the equipment in the field and associated transient
suppressor s are subjected to far greater amounts of transient energy than in the lab. The frequency
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content of these wave formsis also much wider than the laboratory wave forms, ranging from below 1
kHzto over 1 MHz. Many suppressors that give good to excellent results in the lab cannot handle the
field experienced transients with their high energy and broad frequency range.

c. Datalines and instrumentation lines, while not directly affected by power line problems, can be
adversely affected if located in close proximity to power lines or if located where they can be affected by
induced lightning transients. Power lines or power wiring and control wiring can induce noise into data
and instrumentation wiring when it is run parallel to them. Transients on the power lines paraleling data
lines can aso be induced onto these low voltage lines and damage data or instrumentation equipment. As
little as 10 volts applied to a transistor-transistor logic (TTL) circuit for only 30 nanoseconds will cause
the destruction of the TTL junction. Data line instrumentation should never be run in close paralld
proximity to power and control voltage lines.

d. Theaffect of lightning transients may be reduced by using shielded cable for data transmission, and
instrumentation care must be taken to ground the shield on these cables only at one end of the cable run to
prevent induced circulating currents.

e. Dataand instrumentation cable, run underground, should be buried at |east 4 feet down to protect
from lightning. Lightning striking the ground can raise the ground potential and induce transients into
underground wiring not encased in sted pipe. Most buried cable is now encased in either polyvinyl
chloride (PVC) or fiberglassif not directly buried and, therefore, is subject to lightning inducted
transients if buried too close to the surface. Data and instrumentation cable inside buildings should never
be run closer than 5 feet to an outside wall in a high lightning area for the same reason, induced transients
from nearby or direct lightning strikes.

2-6. Detection of power line anomalies

Instrumentation has been devel oped to record and better understand the power line disturbance
phenomena. Iron vane meters were devel oped to read voltage, current, frequency, and then power to
enable operators to maintain constant voltage and frequencies and read current values. Then came
recorders to supply a constant record of these events. Aslong as the major interest was only in the areas
of no voltage, high and low voltage, sags, and surges, these instruments were sufficient.

a. Electronics brought in a new dimension; higher data frequencies meant that things happened faster
and new instrumentation was developed to read and record these events, recording oscillographs and
oscilloscopes. The higher frequency, faster electronics were aso more susceptible to the higher
frequency anomalies on the power supply line. Power line noise (EMI) and impulses were mistaken as
data by the electronics and processed as such. Solid-state electronics and the microprocessor chip brought
us high density — thousands and millions of solid-state components on asmall 1/4” by 3/8” chip. The low
voltage requirement of these circuits and the high density made them extremely susceptible to even minor
overvoltages. A TTL junction will be destroyed at only 10 volts.

b. Due to the randomness of the power line anomalies, it became necessary to develop high-speed
event recorders to detect the presence of the high-speed anomalies. noise and impulses. Such an
instrument will measure and record only the event itself. The occurrences of events can be recorded for
later analysis without the requirement of the constant presence of the operator or the accumulation of
meaningless recorded data. A general discussion is presented below of two different power line monitors,
which can record and analyze power disturbances.

(1) Thefirst monitor, called the “universal disturbance analyzer” is extremely versatile and because
of this feature requires greater skill to set up and operate. If limits are not properly chosen and
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programmed in, and depending upon the “print-out mode’ chosen, the user can either end up with
insufficient data upon which to base corrections decisions or with large amounts of superfluous data to
wade through to determine what problem needs to be corrected. Such data to the untrained individual
may |lead them to believe that one problem exists when the problem is really something else. For
instance: one might be misled to believe that sag-surge problems existed because of reams of sag-surge
data when in redlity the limits had been set so low that what was actually recorded was a lot of normal
voltage fluctuations well within the permissible limits set by equipment manufacturers and governing
bodies; i.e., fluctuations not harmful to equipment. However, when properly set up, this type of
instrument can produce much valuable data for the experienced user.

(2) The second monitor, caled the “power line consultant” does not have the versatility of the firdt.
However, this lack of versatility results in ease of set up and eiminates questions regarding the validity of
thefinal data. Thisinstrument can produce al the data required to make an intelligent decision about a
problem, and therefore the proper correction device, without the skill needed with the first instrument.
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CHAPTER 3

POWER CONDITIONING

3-1. Automated data processing (ADP) power requirements

Typica applications of electronic equipment are in mainframe and distributed data processing
computers and their peripheras, customer-owned telephone switching systems, and increasingly
complex eectronic industrial control equipment. Faulty performance of these units can cause
inconvenient, expensive, and even dangerous situations. These electronic circuitsin this
equipment operate on dc power. The source of this power is an internal dc power supply which
converts (rectifies) the ac power furnished by an electric utility to the various dc voltage levels
required by the electronic equipment. Internal dc power supplies are designed to isolate the
electronic equipment from moderate disturbances on the ac power lines. But the fact is that
frequently types and levels of power line disturbances are encountered which pass, little atered,
through internal power supplies. This causes aberrationsin the dc voltage levels, which can
result in everything from faulty operation to complete shutdown or failure of the eectronic
equipment. One of the maor problems when e ectronic equipment performs incorrectly or shuts
down unexpectedly is locating the source of the trouble. Scrambled datain arecirculating
memory can, for example, look like a hardware or software failure on the surface whereas it
might actually have been caused by an intermittent blip on the power line. Itis, therefore,
important that a user know something about the kinds of disturbances that appear on his power
line and how often they occur. This does away with much of the finger pointing by the user and
various service personnel when a problem does arise, and at the same time permits steps to be
taken to prevent these disturbances from reaching the dc power supplies. The proper choice of
equipment designed to isolate the power supply from line disturbances is wholly contingent on
the precise types of power line disturbances expected, the estimated frequency of occurrence, and
the importance to the user of keeping the electronic equipment on line.

a. Electronic equipment used in computers operates on dc power equivalent to that obtained
from an ordinary battery. Itisasngle-polarity (either plus or minus) and is derived by
converting or rectifying the ac power supplied by a utility. Typica dc levels required by solid-
state electronic equipment are plus or minus 5, 12, 15, and 24 volts. Power line disturbances,
which pass through a power supply, can cause dc voltage levelsto rise or fall dowly or rapidly,
exhibit positive or negative spikes, or even drop to zero. Any of these occurrences can cause
faulty equipment performance, system shutdown, or even damage to sensitive electronic
components.

b. The ac power generated by electrical utilitiesis characterized by aternating back and forth
between equal positive and negative voltage levels along a pure sinewave wave form. Because of
the sinewave characteristics there are various ways of describing ac power. The nominal 120
volts from an outlet is actualy the effective or root mean square (RMS) voltage of the ac wave. It
is equivalent to 120 volts dc when supplying a pure resistance load such as an incandescent light
bulb — thus the name effective. The negative and positive peak voltages are equd to 1.414 times
the RM S voltage, while the average one-cycle voltage is equal to 0.637 times the positive or
negative peak voltage. Thus for our 120-volt outlets, the peak voltages are equa to 120 times
1.414 or 170 volts, while the average voltage equals 170 times 0.637 or 108 volts. In turn, of
course, the RMS voltage is equal to 0.707 times the peak voltage. In the United States, ac power
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is generated at a frequency of 60 hertz or cycles per second (in other countries 50 hertz power is
common). This meansthere are 60 full sinewaves per second so that a cycle is 16.7 milliseconds

long.

(1) Utilities supply residentia structures and commercia and industria offices with single-
phase ac power. Usualy there are three-wire systems with two “hot” conductors and a neutral.
The neutral is grounded at the service entrance (normally to awater pipe) and this ground lead or
aground connection is carried throughout the system. One hot lead, the neutral, and the ground
connection are carried to the standard 120 volt outlets. Under proper operating conditions only
the hot and neutral leads carry current; the ground connection is for safety purposes. If there
should be an insulation breakdown in the energized equipment, the ground connection will drain
the current back to ground, thus preventing personnel exposure to 120 volts.

(2) For higher powered equipment, such as ranges, air conditioners, electric heating,
clothes dryers, and some office equipment, the two hot conductors and ground are wired to
special outlets. Thisyields 240 volts and halves the current that would be required if the same
equipment was designed to operate on 120 volts.

(3) For large eectric power users, utilities generate and transmit three-phase ac power in
which the three phases are time phased by one-third cycle, effectively producing three ac wave
forms. Three-phase power isless expensive to transmit, smpler to rectify into low-ripple ac
voltage, and three-phase ac motors are smpler and operate more smoothly than single-phase
motors. The single-phase residential power mentioned above is obtained by tapping off one
phase of athree-phase transmission line.

(4) Every industria facility and most large computer installations are supplied with three-
phase power. The most popular configurations for supplying this three-phase power are the four-
wire “wye” with ground and the ungrounded and grounded “delta.” Wye circuits can usualy
handle either 480 volt or 208 volt three-phase loads and 277 volt or 120 volt single-phase loads.
The 120 volt level is, of course, that obtained from the standard ac outlet, whereas 277 voltsis a
popular level for fluorescent lamp fixtures. Both types of delta circuits normally supply either
480 volt or 240 volt three-phase |oads.

3-2. Power linedisturbances

All of these types of ac circuits are susceptible to line disturbances which may either be
introduced viathe utility’s transmission lines or generated internally within the user’s own
facility. Breaker tripping and reclosure for fault clearance, random switching of heavy loads,
lightning strikes, noise, motor controllers, and an endless number of similar occurrences can and
will introduce ac line disturbances about which the utility can do little. With the exception of
frequency variations, al power line disturbances are voltage phenomena, with the type of
disturbance and the means of compensating for it depending on the magnitude and time period of
the voltage excursion beyond a nominal voltage band. Fluctuations of the RM S voltage value
over an appreciable time interval are known as undervoltages or overvoltages, shorter term
variations are called sags or swells, and spikes or transients of very short duration and
considerable peak magnitude are known as impulses. Dropouts or line interruptions are where
the line voltage goes to zero, a situation that can exist for any time period.

a. Any RMS voltage fluctuation which exceeds alowable limits for more than 1 minute is
classed as an undervoltage or overvoltage.
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(1) Undervoltage situations are normally caused by purposeful utility “brownouts’ and/or
line overloading either within the same facility or by neighboring facilities on the same
transmission line. Utilities cause brownouts by deliberately dropping the voltage by 3, 5, or even
8 percent to extend system capability, particularly on hot days with heavy air-conditioning loads
and limited reserve.

(2) Overvoltageis caused by poor line regulation by a utility or by lighter than expected
loads on the line. If, for example, an emergency forced several neighboring plants to shut down
during the normal working day, transmission line voltage would undoubtedly rise until the utility
could bring it back under control.

(3) Overvoltage causes eectronic equipment to run hot, stressing components and possibly
prompting immediate or incipient failures. Equipment shutdown may also occur if the heat
dissipation forces the enclosure to reach unsafe high temperatures and a thermal limit trips.
Normal utility voltage variations, plusinternal facility feeder line voltage drops and the ever
present possibility of brownouts in certain sections of the country, make undervoltage situations
fairly common. If the voltage drops sufficiently, al kinds of erratic performance can be expected
as electronic equipment nears the point where it will stop operating completely. Also, motor
loads draw more current and run hotter and less efficiently under low voltage conditions.

b. Sagsand swells are short-term special cases of undervoltage and overvoltage conditions
where the voltage fluctuation exceeds the allowable limit for at least some significant portion of
one cycle (say 10 milliseconds) and reenters the limit band within 1 minute. Because sags and
swells are transitory conditions caused by momentary occurrences, they usualy exhibit larger
voltage excursions than longer term undervoltages and overvoltages.

(1) Swells look the same as sags except that the voltage exceeds the upper limitsthat are
usualy established at 10 percent. Sags are most commonly caused by switching on to the line
heavy loads such as large motors, eectric furnaces, substantial air-conditioning capacity, etc.
Such loads draw heavy inrush currents, which drop the voltage for short periods and line voltage
regulation typically takes a definite period to recover from such heavy loads. Swellsare
frequently caused by the reverse— the disconnecting of heavy loads from the line with the
accompanying voltage increases.

(2) If sags or swells have sufficient magnitude to be reflected through the internal dc
power supplies, they can play havoc with the performance of sensitive electronic equipment. For
example, equipment designed to initialize upon startup may re-initialize after a severe sag — it
confuses the sag with the turn off and turn on of power. And much e ectronic equipment shuts
down and stays shut down if the voltage drops below alimit for more than afew milliseconds.
Particularly disruptive Situations can occur if part of the equipment in an integrated system starts
up after recovery from a sag and the balance of the equipment does not.

C. Impulses are deviations from the ideal ac sinewave having very short duration compared
with one cycle — typically from afraction of a microsecond to a very few milliseconds. Their
forms range from single pulses with extremely short rise time and gradual decay to oscillatory
disturbances persisting for five to ten oscillations within a gradually decaying envelope. They
may either increase or decrease the instantaneous amplitude of the sinewave described as a
“gpike’ or “notch,” respectively.

(1) Impulses can range in magnitude from a fraction of peak voltage up to hundreds or
thousands of volts and by far cause the largest voltage swings of any types of line disturbances.
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The proper way to examine an impulse disturbance is to filter out the sinewave. If any impulse
spike with a magnitude of 500 volts occurred at the top of a nomina 120 volt sinewave, then the
actua voltage impressed on the load would be 500 volts plus the peak instantaneous voltage of
170 volts or 670 volts.

(2) Two other measures of an impulse disturbance are impulse duration and impulse
strength. Impulse strength is defined as the volt-second area under the impulse curve. Itis clear
that impulse strength and impulse duration are related and either adds a significant measure to the
knowledge of the problems a transient can cause beyond the straightforward measurement of
impulse magnitude by itsalf.

(3) Itisaso important to know the direction or source of an impulse. Did it occur at the
source of power viathe utility power feeder or was it generated in the electronic equipment?
Either is possible, and of course, the solutions to the two problems are radically different.

(4) Therearetwo types of impulses. commor+mode transients where the voltages to
ground of the ac power line phases rise and fall together, and normalmode transients where the
phase-to-ground voltages vary from phase to phase. Common-mode impulses are caused by such
things as lightning and utility breaker tripping and reclosure, usually resulting in single spikes or
notches on the sinewave. In contrast, normal-mode impulses are typicaly the result of
connecting or disconnecting heavy loads or power factor compensating capacitors. These
impul ses exhibit decaying oscillatory characteristics with frequencies up to and above 5 kilohertz
(kH2). It isimportant to know the type of impulse since the means of suppressing them are
different.

(5) Impulses are the most insidious type of power line disturbance. They occur without
any indication at al to operating personnel, and if not suppressed can cause scrambled data
transmission or memory data resulting from bit changes, over-stressed components, or even
component failure.

d. Lossof tota power to zero voltage can occur for any time period from a portion of acycle
on up to hours or even days. Very short-term dropouts are frequently caused by utility breakers
tripping to clear afault and then reclosing automatically, while long-term line interruptions can
result from any serious utility problem — power lines felled by a storm or firesin substations are
typical. Most computers and sensitive el ectronic equipment, which depend on digital data
manipulation, will shut down automaticaly if a power dropout exceeds a very few milliseconds.

e. Frequency deviation is seldom a problem with utility-supplied power in the United States.
Frequency rarely varies more than 0.5 hertz from 60 hertz (a common computer specification)
and is aways averaged out over a 24-hour period because of the number of clocks and other time-
based devices, which depend on constant frequency for accuracy. However, if power is generated
locally by a private power plant or by motor-generator (M-G) sets or diesel or gas turbine
engines, frequency can wander over a 10 hertz band from 55 to 65 hertz. Frequency shifts of this
magnitude can cause problems with time-based equipment or frequency-sensitive circuits.

3-3. Acceptable limitsfor ac power

Although there are no industry standards to define “ acceptable” ac power, the Information
Technology Industry Council (ITI) has issued a guideine (shown in appendix B) that describes
the ac input voltage envelope which typically can be tolerated by information technology
equipment (ITE) . The various sags, swdls, undervoltages, overvoltages, and impul ses exhibited
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by a power line can be classified as acceptable or unacceptable based on whether they fall within
or without the dashed-line boundaries. In these guidelines, long-term overvoltages or
undervoltages which deviate from the nominal voltage by more than +10 percent or -20 percent
for longer than 500 milliseconds (30 cycles) can be expected to cause problems. Any swell or
sag, which exceeds +20 percent or —30 percent of the nominal voltage for more than 20
milliseconds (1.2 cycles), is apt to cause faulty operation of ITE. The impulse band is more
difficult to define because of the frequent high magnitude of the transients, but, generally
speaking, impulses greater than the nominal pesk sinewave voltage can degrade a system'’s
operation. If monitored power line disturbances fall outside these boundaries, particularly during
pre-installation site ingpection, a careful analysis may avoid future problems.

3-4. ADP protective equipment

Although it is difficult to make any generalizations concerning the benefits that accrue from the
use of line protective equipment, it has been estimated that clean power versus that taken directly
from the “average’ power line reduces load equipment outages by 40 percent and maintenance
costs by 25 percent. The choice to use protective equipment is both an economic and technical
consideration. The wide range of power line conditioning and isolating equipment varies greatly
in price and in the types of disturbances it will protect against. Less expensive protective
equipment may not provide much improvement and costly equipment for every conceivable
power line problem may not be economically judtifiable.

a. Once the profile and estimated frequency of occurrence of line disturbances via power line
monitoring is determined, an economic analysis should be performed. This analysis should
include a complete life cycle cost analysis associated with purchasing and operating the
protective equipment, the costs incurred as a result of load equipment outages, faulty
performance, hardware damage, and any other anomaly that may occur for various degrees of
power line protection.

(1) Coststo consider are the initia purchase price of line conditioning or isolating
equipment, installation costs, and operating costs. Within these, consideration should be made
for site preparation, equipment operating efficiency, and maintenance requirements.

(2) Site selection and preparation may be a mgjor contributor since some line conditioning
equipment may require specia space and site preparation. In new building construction, space
limitations may not be a problem, but space may be a major factor when alarge computer
installation in an existing facility requires retrofitting.

b. Specid factors requiring consideration prior to selection of protective equipment are as
follows.

(1) Transformer hum or rotating equipment noise may require a sound baffled enclosure or
location away from occupied aress.

(2) Large battery banks in some uninterruptible power supply (UPS) systems are heavy
and require substantial surrounding space to permit proper maintenance. Certain battery types
also generate explosive fumes that an isolated space with forced ventilation and extrareinforcing
because of heavy floor loading.
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(3) Environmental conditions must also be considered if the load protective equipment is
located in the same space as the computer or other electronic load devices. The line conditioning
and isolation equipment generates heat, which may require additiona air-conditioning capacity.

(4) Equipment efficiencies must also be considered in the cost. No load protective
equipment is 100 percent efficient, and efficiencies may range from as low as 50 percent to ahigh
96 percent. This electrical energy incurs a cost with the efficiency of some types of protective
equipment decreasing with time so this continuing cost may increase asthe equipment ages.
Obtain efficiency rates from the equipment supplier for the actual conditions under which the
equipment will be operating.

(5) Equipment maintenance is a continuing expense, which must aso be considered. All
electronic systems require periodic inspection and will fail from time to time. Modular plug-in
construction and diagnostic aids speed troubleshooting and repair, but parts and labor still cost
money. Batteries require periodic monitoring of electrolyte and terminal cleaning, and all
rotating equipment needs, at minimum, regular bearing inspection and occasiona bearing
replacement. Backup engine-driven alternator sets have particularly high maintenance costs.

c. Isolation transformers used for protective devices are primarily intended to attenuate
common-mode impulses. Some types aso provide limited attenuation of normal mode impulses.
Isolation transformers perform no voltage regulating function. Sags, swells, undervoltages, or
overvoltages will be reproduced faithfully on the transformer secondary. If the power line
voltage is consistently stable and high frequency impulses or noise is the only problem, then a
suitable isolation transformer may eliminate your power line disturbance difficulties.

(1) While a standard transformer has no dc connection between primary and secondary, the
windings are ac coupled through an infinite number of coupling capacitances. At high noise
frequencies, these capacitances have rdatively low impedance and transfer the noise directly
from primary to secondary. Thus a standard transformer has practically no ability to attenuate
impulse noise but instead passes it right through.

(2) The basic isolation transformer helps this somewhat by inserting an aluminum foil
electrostatic Faraday shield between the primary and secondary windings. While this shield does
not completely eliminate this coupling capacitance, it shunts alot of it to ground and thus
minimizes the transformer’s ability to transfer common mode impulses. Power line noise on the
primary is considerably attenuated by the time it reaches the secondary.

(3) The ultimate isolation transformer (varioudly called high, super, ultra, etc., by different
suppliers) further reduces this coupling capacitance with box eectrostatic shields around the
primary and secondary windings. Capacitances between the windings and the frame and
windings are broken up into smaller series capacitances and shunted to ground, thus minimizing
input-to- output capacitance of 0.001 pico-farads, and the better ones are as low as 0.0005 pico-
farads. Thisvery low level of coupling capacitance effectively prevents common mode impulses
on the power line from reaching the load.

(4) Attenuation capability for atop quality isolation transformer is expressed in decibels
(dB), a shorthand way of indicating attenuation ratios. The higher the dB rating the isolation
transformer hasthe better the noise attenuation. Well designed dc power supplies exhibit
considerable normal- mode noise attenuating capability.
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(5) High quality isolation transformers are available in sizes ranging from 125 VA single-
phaseto 130 kV A three-phase. | solation transformers with somewhat lower levels of impulse
attenuation are dso available . There are many different suppliers with various quality level
transformers so amost any specific performance requirement can be satisfied.

d. Line voltage regulators do exactly what the name implies — their purpose isto maintain
reasonably constant output voltage to the load in the face of variations in power line voltage.
There are many different ways of accomplishing this and among the basic types there are
innumerable variations, all with their own advantages and limitations. The following covers one
or two popular or generic versions of five basic types of voltage regulators.

(1) Most line regulators will correct utility voltage sags and swells of 15 percent to output
voltagesto the load ranging from £3to 7 percent of nomina. Many will bring extreme utility
sags in the area of 20 to 30 percent, back to £7 to +10 percent of the nomina output voltage.
Some things to consider when picking aline voltage regulator are cost, speed of response, output
impedance, audible noise, efficiency at part and full load, sensitivity to load power factor and
unbalanced three-phase loads, and harmonic distortion.

(2) A few types of line regulators can attenuate impulses to a modest degree, but most
perform the regulation function only and pass impulses right through. In fact, some types may
create additional impulse noise by internal switching.

(3) There aretwo types of motor-actuated regulators, the motor-driven brush type and the
induction regulator type. The motor-driven brush type moves across many taps on an
autotransformer, causing the series transformer to buck or boost the voltage to the load. The
same function is performed by an induction regulator where rotating the regulator one direction or
the other varies the magnetic coupling and raises or lowers the output voltage.

(4) Motor-actuated voltage regulators are generaly inexpensive and can handle heavy
loads, but they are slow in response and can only correct for gradual voltage changes. In
addition, their electro-mechanical parts require substantial maintenance and output impedance is
high. They are not often used with critical and sensitive electronic equipment.

(5) The saturable reactor regulator controls output voltage by varying the impedance of the
saturable reactor winding in series with a step-up autotransformer. These regulators are relatively
inexpensive, and have a wide load range, low maintenance requirements, and yield fair normak
mode impulse protection. However, the disadvantages often outweigh these plus factors.
Sag/swdll response is duggish (in the range of 5 to 10 cycles), output impedance is high (as much
as 30 percent of the load impedance), and they are sensitive to lagging load power factor.

(6) The ferro-resonant transformer voltage regulator is one of the more popular regulators,
especidly in the lower size ranges of 0.5to 2kVA. The ferro-resonant transformer core structure
is designed so that the secondary operates in flux saturation and the secondary winding resonates
with the capacitor in atuned circuit. Asaresult of this saturated operating mode, changing the
primary or line voltage may change the current but will not vary the flux or the secondary
induced voltage. Thus the unit performs a voltage regulating action. A unique characteristic of
the ferro-resonant regulator is its ability to reduce normal-mode impulses. Sinceits regulating
capability is based on driving the secondary winding into saturation, transients and noise bursts

areclipped.
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(a) The basic ferro-resonant transformer puts out a high harmonic content squarewave,
not suitable for supplying sensitive electronic loads. A properly selected neutralizing winding
cancels out most of the harmonic content of the output voltage and yields a satisfactory low-
distortion sinewave.

(b) The ferro-resonant regulator has a response time of about 25 milliseconds or 1.5
cycles, good reliability, minimal maintenance requirements, reasonable cost, good normalmode
impulse attenuation, and good regulation. Because of the tuned circuit on the output, it is
sensitive to frequency variations (1 percent frequency change causes 1.5 percent output voltage
change), but thisis not much of a problem with tight utility network frequency control. More
important are its high output impedance (again up to 30 percent of load impedance), sengitivity to
both leading and lagging load power factors, and low efficiency at partial loads. Efficiency is
about 90 percent at rated load, but since the unit wastes about 10 percent of rated load regardless
of what load leve it is operating at, efficiency drops with load. This, in turn, results in heat
dissipation and the generation of audible noise.

(c) In addition, ferro-resonant regulators have poor capacity for handling momentary
overloads such as might be caused by high motor starting current, and output voltage collapses at
somewhere about 150 percent of full load. Oversizing is not the whole answer to this problem,
since this causes reduced efficiency and increased heat dissipation. In summary, the ferro-
resonant regulator is useful in small systems that do not contain large motors.

(7) Thelast type of line voltage regulator to be looked at here is the el ectronic tap-
switching autotransformer. With this unit the proper triac (or back-to-back silicon controlled
rectifier [SCRY]) is energized depending on whether the power line voltage must be increased or
decreased. Voltage correction occursin discrete steps rather than continuously. Resolution
depends on the closeness of the taps, and switching impulses are minimized by changing taps
when the line voltage is near a zero crossing.

(a) The electronic tap-switching transformer has many good features. Response time
isfast at about 0.5 cycles or 10 milliseconds, regulation is good, output impedance is in the range
of 5 percent of load impedance, efficiency is high at about 95 percent, and the units are
insengitive to load power factor and load unbalance.

(b) The disadvantages are a somewheat high cost and dightly poorer reliability when
compared to the more rugged units.

(c) Thistype of regulator is popular and widely used in the medium sizes of 3 kVA
and up.

e. Line conditioners combine the functions of isolation transformers and line voltage
regulators and thus both attenuate impulses and regulate output voltage. For this reason, aline
conditioner can protect against the principal types of power line disturbances except for voltage
dropouts and line interruptions. It is possible to create a line conditioner by placing separate
voltage regulators and isolation transformers in series. Properly matching the two can be tricky,
and the package is bulkier and generally more expensive than using a single unit designed to
perform the total line conditioner function.

(1) Therearebasically two types of packaged line conditioners on the market, regulating
line conditioners and enhanced isdation transformer line conditioners. The first uses an
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improved ferro-resonant transformer voltage regulator, while the second includes an electronic
tap-switching voltage regulator in conjunction with a high quality isolation transformer.

(2) The ferro-resonant transformer line conditioner is more popular, being lower priced
and highly reliable. The box and Faraday shields around the primary and compensating windings
giveit essentially the characteristics of a high quality isolation transformer in series with aferro-
resonant voltage regulator. The expected normal-mode impulse attenuation from the saturated
operation of the ferro-resonant transformer, plus the electrostatic shields, make this line
conditioner a good attenuator of both common-mode and normalmode impul ses.

(3) A typical high quality line conditioner should regulate output voltage to within +4
percent of nominal for ac input power line voltage changes from —20 percent to +10 percent.
Total harmonic distortion (THD) will be less than 5 percent, and both types of impulses should be
attenuated up to 120 dB. Other features may include electromagnetic interference/radio
frequency interference (EMI/RFI) noise filtering and quality transient voltage surge suppression
on the output of the line conditioner as amost al line conditioners are intended to serve multiple
loads.

f. M-G sets consist of amotor driving an ac generator or alternator so that the load is
completely electrically isolated from the power line. In the past, in some cases dc or induction
drive motors were used requiring close speed control to maintain stable frequency to the load.
The tendency nowadays is to use synduction or synchronous motors. The synduction motor
resembles an induction motor but runs at synchronous speed. With either of these unit types,
alternator speed and thus frequency to the load is as stable as power line frequency. M-G sets
have been widely used to supply 415 hertz power to the mainframe computers which require this
frequency, but recently there has been a substantial shift to the use of solid-state inverters.

(1) M-G sets shield the load from impulses and from voltage sags and swdls. For
substantial power line voltage changes of +20 percent or more, voltage to the load is still
maintained at +1 percent of nominal. The unique feature of the M-G isits ability to bridge severe
short-term sags or voltage dropouts. The rotational momentum of the rotating el ements permits
the M-G to span dropouts of up to about 300 milliseconds or 0.3 seconds, the type that cause
lightsto flicker and plays havoc with digital circuitry. This period can be extended by adding
inertiaviaa flywhed.

(2) The problemswith M-G sets are mostly on the output or load side. Very high
alternator output impedance can cause substantial voltage dips in response to sudden load
changes such as result from large inrush motor starting current, and response to load changesis
duggish in the range of 0.25 to 0.5 seconds. Also, the drive motor may overhesat under long-term
brownout or low line voltage conditions.

(3) Thecost of aM-G set is somewhat more than for a functionaly equivaent line
conditioner. Also, M-G efficiency is relatively low at about 80 percent, so that electrical energy
costs over its lifetime may be substantial. Heat dissipation, weight and bulk, and the potential for
annoying audible noise are factors which must be considered in M-G installation. The use of
rotating field exciters has eiminated the need for dip rings, with the consequent brush inspection
and replacement, but as with any rotating equipment, bearings must be inspected and periodically
replaced.

g. If continuous operation is necessary during aline voltage interruption lasting more than a
half second or so, then an UPSisrequired. The basic UPS consists of arectifier/battery charger,
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battery bank, and inverter. The rectifier/battery charger takes ac line power of the proper voltage
and frequency and generates dc power. The battery bank takes the place of the rectified dc power
source if line power fails. The inverter with suitable filtering converts the dc power back into a
sinusoida wave form. UPS systems are complex, expensive, have high output impedance, and
frequently require specia installation facilities and increased air-conditioning capacity to
dissipate the heat. The proper UPS will protect the load equipment from &l types of power line
disturbances.

(1) The size of the battery bank determines the length of time the inverter will supply
normal power to the load. For alarge computer installation thistime is usualy about 15 to 20
minutes, since thisis the length of time the computer will operate without air conditioning before
the high-temperature trip causes shutdown. An aarm is activated when 5 minutes of battery time
remains to permit orderly shutdown. If the load equipment does not require specia air
conditioning (most process control systems and medical electronics, for example) then it is
practical to size the battery bank to cover more extended outages. In this situation, up to an hour
of running time is not uncommon and much longer periods are possible.

(2) There are various ways of employing a UPS. The specific configuration to be used is
largely dependent upon the reliability of power required by the load.

(a) Continuous mode describes the configuration whereby the load power is always
obtained from the UPS except during UPS failure or periods of required maintenance. In this
case, the load is manually switched to the raw power line via the maintenance bypass line,
causing substantia discontinuity in load operation.

(b) In the forward-transfer mode, the load is normally supplied from the utility power
line and the UPS idles. When power fails, the load is automatically transferred to the UPS. In
normal operation with this configuration there is no load protection from power line disturbances,
except for severe sags and voltage outages, unless other load protection is ingtaled in the utility
power line. Thistendsto defeat the major objective of the UPS.

(c) More popular is the reverse-transfer mode configuration. Here, theload is
normally supplied by the UPS and is automatically switched to the utility power line only when
the UPS mafunctions. This mode provides maximum benefit from the UPS.

(d) If more extended protection is required, further backup via an engine-driven
generator must be added. Here, battery time is usualy only about 5 minutes — long enough to get
the engine-driven generator up and synchronized with inverter output. Of course, such an
installation is very expensive and requires specia facilities and substantial maintenance. It
should only be considered if extended power outages are frequent and continuity is critical.

(e) For very critica situations there are other configurations that can be considered,
including double- and triple-redundant UPS systems backed up by multiple engine-drive
generators.

(3) An especidly sensitive element, in terms of continuity of service, is the type of
automatic transfer switch, which isused. The electro-mechanical transfer switch is actuated
when the sensed output voltage to the load drops below 94 percent of nominal. However, sense
and switch time ranges from 20 to 50 milliseconds. Thistime delay will cause most sensitive
load equipment to severely malfunction or even shut down. The static transfer switch is much
faster. It switches upon sensing afailure in inverter input circuitry, adrop in load voltage to %4
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percent of nominal, or overload on the inverter exceeding 130 percent of full load. The sense and
switch time is only about 4 milliseconds, so there is a good chance the load’ s dc power supply
will ride right through this short delay and the load will see no discontinuity. Of course, in all
transfer situations inverter output must be phased with the power line.

(4) Severd different types of inverters used in the UPS system are available. The type that
isincluded in a UPS depends to some extent on the power level requirements for the UPS and on
the particular tendencies of the supplier.

(@) The pulse-width-modulation inverter incorporates two inverters, which regulate by
varying the pulse width and yield an output, which closaly resembles a sinewave. This reduces
filter requirements and provides good voltage regulation and response times in the range of 100
milliseconds. However, the extrainverter and feedback networks make this inverter complex and
expensive, and it is usually used only at power levels over 50 kVA.

(b) The most popular inverter type in the smaller size ranges is the ferro-resonant unit.
It consists of an oscillator, which controls the SCR switches, aferro-resonant transformer, and a
harmonic filter. Its saturated operation produces a regulated output voltage and current limiting,
so complex voltage and current feedback networks are not required. Efficiency varies from 50 to
88 percent depending on load level, and response time is about 20 milliseconds. The simplicity
of thisinverter leads to relatively low cost.

(c) SCRs are used in the inverter section of most large UPS products. A SCRisa
semiconductor device with unique properties. It can serve as arectifier and as a static latching
switch. It can handle more power (both voltage and current) than typical transistors, under both
continuous and surge conditions. It isthe most rugged semiconductor available, and in most
cases, can handle more watts per dollar than other types of semiconductors. The SCR servesas
an on-off switch. The SCR can be turned on by a momentary application of control current to the
gate, while transistors require a continuous on signal. The SCR can be turned on in about 1
microsecond, and static switch sections turned off in 10 to 40 microseconds. The SCRisidedl for
rectifier UPS products, but has disadvantages when applied to inverter sections.

(d) In recent years manufacturers have been changing over to transistorized invertersin
their UPS products. A transistor permits current to flow through a circuit when the base drive of
the transistor receives an electrical signa. Transistors are not latching devices, so they can be
turned off by simply removing the base drive signal. To minimize switching losses, however,
specia drive circuits are required to turn the devices off quickly. Transistors also experience
saturation losses during the conduction stage of the cycle. A transistor is considered efficient if it
has high “gain” — when relatively small amounts of drive current applied to the base permit a
comparatively large current to flow in the collector emitter circuit.

(e) Bipolar transistors produce gain by current conduction. A current applied to the
base causes a proportional current to flow in the collector/emitter. A specia type of bipolar
transistor is called a Darlington, which consists of two transistors linked together. The
collector/emitter of the first transistor is used to activate the base drive of the second. Darlingtons
have a higher gain than a single bipolar and are easier to control. The disadvantage is that they
have higher saturation losses and require specia drive circuits to minimize switching losses.

(f) Fdd-effect transstors (FETs) work differently than bipolars. They do not inject

current into the base. Instead, they conduct when they sense a voltage on the gate. This means
that relatively little power is consumed in the gate drive. However, the power-conducting portion
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has arelatively high resistance. This creates excessive losses and lower efficiency, making it
unsuitable for use in large UPS products.

(g) Insulated gate bipolar transistors (IGBTs) combine the best of conventiona bipolar
transistors and FETs. Like FETS, they only require a voltage across the base in order to conduct.
However, like conventiona bipolars, they are efficient conductors of current through their
collector/emitters. IGBTSs are the preferred transistors for UPS applications. They are
significantly more efficient and are easier to control than any other power semiconductors.
IGBTs are commonly available for UPS applications up to 750 kVA without paralleling devices.
Larger devices are available, but have not achieved as much market penetration.

(5) The battery charger/rectifier system operates in a constant-current mode during the
initial charge period, automatically switching to a constant-voltage mode towards the end of the
charge cycle. This gives maximum battery life consistent with fast recharge, and prevents
excessive battery outgassing and water consumption. The charger provides afloat voltage level
for maintaining the normal battery charge, and sometimes, a periodic higher voltage to equalize
certain types of batteries. There are severd different types of batteries generaly selected for UPS
applications. The most common types break down into two technologies: lead acid and nickel
cadmium (NICAD). Lead-acid batteries are further broken down into two types. lead
acid/calcium and lead-acid/antimony. Lead-acid calcium batteries can be divided into two
categories, wet cell (or flooded) and valve-regulated lead acid (VRLA) sometimes mistakenly
referred to as maintenance-free.

(a) The sedled VRLA lead-calcium battery uses either a gelled electrolyte design
(GELL), or an absorbent glass mat (AGM) design, does not require the addition of water, and has
no problems with outgassing or corrosion. Thistype is used when the batteries are integral to
smal UPS systems, and where the batteries must be placed in occupied areas. Their big
disadvantage is alimited life span of about five years under optimum conditions. Conventiona
wet cell lead-calcium batteries are the preferred type in most UPS systems. Watering and
termina cleaning are required only about every six months and manufacturer’ s warranties are for
up to 20 years. They do outgas hydrogen under charge conditions and must be placed in a secure,
ventilated area.

(1) The AGM design uses a very fine glass filament matted together and wrapped
around the battery plates. This glass mat serves two purposes. Through capillary action, the acid
electrolyte is drawn up between the plates with the mat acting as the immobilizing agent. The
glass mat is not 100 percent saturated; thus there are small openings between the glass filaments.
These openings alow oxygen, which is generated on the positive plate during the final stages of
charging to migrate to the negative plate and through chemical reaction, convert back to water,
conserving the electrolyte.

(2) The GELL uses a different approach by adding silicato the electrolyte. This
mixture will form a gell compound once the battery has formed. After set-up, the gell will have
many cracksin it. These cracks are essentid to alow for the oxygen exchange between the
negative and positive plates. Oncein contact, the same chemical reaction occurs as in the AGM
design.

(b) Lead-antimony batteries are the traditiona lead-acid units. Their performanceis
equivalent to that of the lead-calcium batteries, but they require maintenance every three months
and lifeis only about one half that of the lead-calcium units. To retain their capacity, lead-
antimony batteries require monthly equalize charging.
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(c) NICAD batteries are the most expensive of the various types. Their advantageslie
in small size and weight for a given capacity and excellent high and low temperature properties.
Lifeislong, nearly that of a conventiona lead-calcium battery, and a Six-month maintenance
period is adequate. They do require monthly equalize charging, as well as periodic discharge

cycles, to retain their capacity.

(d) All of these batteries, except for the NICAD type, are surprisingly temperature
sensitive and should be maintained between 72°F to 82°F for optimum performance and long life.
Low temperatures reduce battery capacity and high temperatures shorten life. If batteries are to
be exposed to severe temperature swings, the NICAD type should be serioudly considered.

h. The magnetic synthesizer is a static el ectromagnetic (EM) three-phase ac power
regenerator. The device, powered from the ac utility line, uses no mechanically moving partsin
the generation process, and utilizes no semi-conductor elements in the power path. The output
wave form of the device is electromagnetically generated, and is completely isolated and
independent of the input in al parameters except two, the phase rotation and the frequency. The
output phase rotation of the device is governed by the direction of the input phase rotation, while
the output frequency is precisaly keyed to the input line frequency. Thereisno electrica
connection between the input and the output of the device. The only power line disturbances not
correctable by a magnetic synthesizer are frequency deviations and loss of power, both of which
require a UPS to correct. An idea application for a magnetic synthesizer isin amajor urban area
where utility networks or loops are fed from multiple substations providing very reliable but
otherwise “dirty” power. The improved quality of power results from the synthesis of three-
phase 60 hertz voltage wave forms which remain essentially constant in magnitude and shape
over alarge range of input voltage excursions in both the positive direction (surges) and the
negative direction (sags). The device consists solely of saturable iron core reactors and
transformers, together with capacitors, and employs the principles of ferro-resonance for its
operation.

(1) Aslong asthe core of an inductor is not magnetically saturated, the inductor will
support a voltage across the windings. However, as the inductor core approaches saturation, the
current through the winding will begin to increase. When the core becomes completely saturated
and can absorb no more magnetic flux, tremendous currents will flow through the winding, and
the voltage across the winding will approach zero. In essence, the device will go from an open
circuit to a short-circuit.

(2) If the voltage across the saturated reactor is now reversed, the core will begin
magnetizing in the other direction and will again act as an open-circuit. The inductor will support
this reversed voltage until the core becomes saturated in the opposite direction. At this point, the
reversed current increases to a maximum and the voltage decreases to a minimum. In standard 60
hertz non-saturating devices, the core flux is oriented in one direction for 1/120 second; but
before it can reach the point where the core camnot absorb any more flux, the voltage is reversed,
which begins to orient the core flux in the other direction for the next 1/120 second.

(3) The amount of time for the saturation of a reactor core to take place is measured in
volt-seconds. The volt-seconds rating for an inductive reactor depends upon the frequency and
the voltage desired to be present across the reactor winding before saturation.

(4) A saturating transformer is inherently anon-linear device. It isthis non-linearity which
makes it valuable in regulating circuits. In a saturating transformer, as in conventional
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transformers, production of an output voltage depends upon the changing magnetic flux in the
transformer core. But unlike conventional transformers, the saturating transformer is designed for
the core to reach saturation after a given number of volt-seconds. Because the flux no longer
changes when the core is saturated, there is no voltage output at this time.

(5) The primary waveshape and output power level determining elements of the magnetic
synthesizing power conditioner are saturating transformers. In order to obtain the desired outputs
from these transformers, energy must be injected into the devices. In the magnetic synthesizer
power conditioner, energy is introduced through line chokes into the primary windings of the
saturating transformer elements. The line chokes are designed to pass the electrica energy from
the input lines, while blocking the waveshape and voltage level information. The chokes act as
current sources and buffers for the saturating transformer elements. The primary windings are
duplicates of the regulated windings of the secondary. Because the primary windings are wound
on top of the secondaries and are isolated from them, there is introduced the ability to reject
common-mode noise. The primary-over-secondary arrangement also provides afail-safe feature.
A broken connection at any point will not cause the voltage to rise toward infinity at the load.
There is no high-voltage failure mode in this device.

(a) Six interconnected saturating transformers are utilized for power wave form
synthesis in the power conditioner. At any particular time during operation, one of these coresis
unsaturated while the other five are saturated in directions specified by the interconnection
configuration. When the one core finally becomes saturated, the voltage across it collapses and it
becomes a conductor. That process causes reversal of the voltage across one of the remaining
five cores, which then goes out of its present saturated state and begins building toward saturation
in the other direction. When the core reaches saturation in the other direction, it will then reverse
the voltage across yet another core.

(b) The sequence of saturation and voltage reversals among the transformersis
determined by the transformer interconnection configuration and by the phase sequence of the
driving circuit. The process continues as long as the power conditioning device isin operation.
During the time that a transformer core is unsaturated, there is voltage present in the transformer
interconnecting circuit of the power conditioning device. Therefore, sequencing of the
transformers will produce a constant series of voltage pulses on the interconnecting circuit. The
parameters of each pulse are determined by the volt-seconds design of the corresponding core.

(c) The three-phase sine waveforms which are produced by the design and
interconnection of the transformers in the power synthesizing device contain less than 3 percent
THD. Because each of the wave formsis produced by a saturated element, both the shape and
amplitude are stable. Thus, the transformer configuration becomes a source which dictates the
voltage level and waveshape of the resulting output. Close voltage regulation is maintained and
clean waveshape is assured, each independently of the input line conditions.

i. Highquality transient voltage surge suppressors (TV SSs) are available to protect ac
systems at dl distribution voltage levels. The TV SSs have let-through voltages much lower than
basic lightning arresters and are designed for facility and sensitive egquipment protection. TV SSs
are designed to handle much higher speed transients than lightning arresters.

(1) Underwriter’s Laboratory (UL) Standard 1449, Standard for Transient Voltage Surge
Suppressors, categorizes TVSS into three types: (1) Direct plug-in TV SS devices incorporate
integral blades for connection directly to electrical outlets by consumers wherever point-of -use
surge protection is desired. (2) Cord connected TV SS devices have a power supply cord
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terminating in an attachment plug for connection to nearby electrical outlets by consumers,
wherever area of use is desired by the end user. (3) Permanently connected TV SS devices are
equipped with terminals or leads that are hard wired by qualified personnd into the building's
electrical service entrance and distribution system.

(2) UL recently revised UL Standard 1449, Second Edition, August 15, 1996, for
permanently connected TV SS devices to increase the test duty cyclea TVSS must pass. The
measured limiting voltage test was previoudy known as the “transient voltage surge test.” This
test assigns a suppression voltage rating, or let-through voltage, to a product under test. The first
and last test surge current magnitude used to benchmark and measure the TV SS capability has
been reduced from 3000 A to 500 A. While the duty cycle part of the test has been reduced in
number of impulses from 24 to 20, the current magnitude has been increased from 750 A to 3000
A. The benefit of this change is that the TV SS under test is now subjected to a more strenuous
duty cycle test than with the previous version of the test. A wide variety of additional tests have
been included in the revised UL 1449, including testing of components (capacitor endurance test),
enclosure integrity tests (enclosure impact test, crushing test, mold stress-relief distortion test,
mounting hole barrier test, and adequacy of mounting test), as well as manufacturing and
production line testing.

3-5. Power distribution systems

Power distribution systems, otherwise called movable power systems or computer power centers,
are sometimes confused with load protective equipment. The purpose of a power distribution
system is to provide convenience in distributing power to computer system elements, to avoid
some electrical contractor expenses, and possibly to obain a better job, particularly if the
contractor is not experienced in computer system installation. Power distribution systems are
made by some computer suppliers and independents, but they do not provide any protection
against power line disturbances unless specialy equipped to do so. However, such aUL listed
system should certainly be considered for complex computer installations since it can provide
proper wiring and grounding, monitoring of key power system variables, and other features which
will assure that good installation practices have been followed.
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CHAPTER 4

GROUNDING

4-1. Purposeof grounding

The primary purposes of grounding for circuits, cables, equipment, and systems are to prevent
shock hazard, protection of circuits and equipment, and reduction of electromagnetic interference
(EMI) dueto eectromagnetic (EM) field, common ground impedance, or other forms of
interference coupling. The various grounding systems used (lightning, power, and/or signal) are
integral parts of afacility or system whether they involve vehicles such as automobiles, ships,
missiles, or aircraft; buildings; or building complexes. Like other facility components, grounding
networks are exposed to the ambient EM environment. This environment includes many sources
ranging from incident radio frequency (RF) signalsto lightning, and from atmospheric noise to
internally generated stray currents.

a. The objective and plan of the facility ground network design should consider all aspects to
the degree required for the particular mission of the facility in its environment and in the context
of cost-effectiveness. The use of the term facility ground network is intended to be in the
collective sense; it includes the power fault protection network, lightning protection network,
building or structure (or frame, hull, fuselage skin, etc.) ground, equipment ground, signa
ground, instrument ground, data ground, etc. Attempts should be made to integrate the three
features of lightning protection, electrical safety, and EMI control.

b. Theintegration of these featuresin the design may be difficult because they usually do not
fall under the responsibility of the same individual, group, or perhaps company, and they may not
even be considered in the same time frame. In the case of a building, lightning protection and
power grounding are often decided by an architectural and engineering firm during the structural
design phase, and EMI control aspects are |eft to the electronic equipment engineers for
resolution long after the building is finished. When this happens, tradeoffs become difficult.
However, the various grounding networks must interface and they all must operate in a common
EM environment. To aleviate this situation in future facilities, equipment designers and EMI
engineers must be alowed to participate early in the facility design process. For existing
structures, those persons responsible for electronic equipment grounding should become
thoroughly familiar with the power and lightning-protection ground networks through reviews of
drawings, performance of current and voltage measurements, and physical inspections before
deciding upon the final signal/equipment grounding networks.

4-2. National eectrical code (NEC) requirementsfor grounding

Requirements for the safe installation of electric conductors and equipment within or on various
facilities are contained in Nationa Fire Protection Association (NFPA) 70-1999 and the NEC.
The purpose of the NEC is “the practical safeguarding of persons and property from hazards
arising from the use of dectricity.” The NEC isthe most widely used code having been adopted
by the mgjority of the states, counties, municipalities, cities, etc. The federal government,
through the Occupation Safety & Health Administration (OSHA) adopted the NEC in 1971.
Since this code is universally adopted, it serves as abasis for computers and computer systems
equipment complying with the minimum requirements found in the Code.
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a. The NEC contains the intent for grounding. The requirements for grounding the process
control computers and distributed control systems are contained in several sections of the NEC.
These sections specificaly address equipment (enclosures), above 50 volts, below 50 volts, and
grounding electrode.

b. The grounding of the electrical system and connection of the electrical system neutra to
earth must be connected at only one point to the equipment grounding conductor. Reasonsfor the
electrical system to be grounded are stabilization of the voltage (that is, to keep it from floating
above a st reference point), facilitation of clearing phase to enclosures/ground faults, and
limitation of lightning and line surges. The NEC calls for bonding the electrical system to the
enclosures of (1) conductors and wireways such as conduit, and (2) equipment.

c. Article 250, Part F, of the NEC addresses the requirements for equipment grounding.

(1) Theword “enclosure” is defined in Article 100 as “ The case or housing of apparatus, or
the fence or walls surrounding an installation to prevent personnel from accidentally contacting
energized parts, or to protect the equipment from physical damage.” In Article 250, Part D,
“Enclosure Grounding” could be confused with the word enclosure as being similar to araceway,
which may berigid or flexible conduit, wireways, busways, etc. All equipment enclosures will,
therefore, be referred to smply as “equipment” asis donein Part F of Article 250. Although
computers and distributed control systems are not mentioned in name, Section 645-15 states that
“All exposed noncurrent-carrying metal parts of an information technology system shall be
grounded in accordance with Article 250 or shall be double insulated.”

(2) If the equipment is fastened in place or connected by permanent fixed wiring methods,
which is not the usua case, then the exposed noncurrent-carrying parts likely to become
energized shall be grounded, if within 8 feet vertically or 5 feet horizontally of ground or
grounded metal objects and subjected to contact by persons (refer to Section 250-110). It can be
inferred from Section 110-26 that concrete, brick, or tile floors are considered as grounded. Since
the walls are assumed to be grounded, the floor could also be assumed to be grounded since it
touches/attaches to the wall. However, to assure adequate ground protection the floor must be
bonded to a known ground. Most computer systems are connected by cord and plug. Although
these systems are not mentioned by name, it is accepted practice that the noncurrent-carrying
equipment parts be grounded.

d. NEC 250-20(b) addresses the grounding requirements of electrical systems above 50 volts
to 1000 volts. The article addresses systems supplying premises wiring and premises wiring
systems. It does not address the electrical supply system powering the computers and distributed
control systems. The building electrical system can be a grounded, ungrounded, or high
impedance (resistance) grounded system. The definition of premises wiring from Article 100-A
of the NEC is. “That interior and exterior wiring, including power, lighting, control, and signa
circuit wiring together with al of their associated hardware, fittings, and wiring devices, both
permanently and temporarily installed, that extends from the service point of utility conductors,
or source of power such as a battery, a solar photovoltaic system, or a generator, transformer or
converter windings to the outlet(s). Such wiring does not include wiring internal to appliances,
fixtures, motors, controllers, motor control centers, and similar equipment.” It is, therefore,
prudent to assume that this section does not apply then to anything other than premises and
excludes equipment connected by cord and plug.
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e. Grounding requirements for electrical systems below 50 volts are addressed in Article 250-
20(a). Thus, if computers and distributed control systems were to use electrical systems less than
50 volts ac, and if the conditions covered below apply, the ac system must be grounded.

(1) If the transformer supply system exceeds 150 volts to ground
(2) If the transformer’s primary system is ungrounded
(3) When ingtalled as overhead conductors outside of buildings

f.  Section 250-30 of the NEC addresses the grounding of separately derived systems. Large
automated data processing (ADP) systems can have a separately derived system through a delta-
wye grounded transformer. This article of the NEC shall apply when an ADP is powered by such
a network.

(1) The grounding electrode shall be as near as practicable to and preferable in the same
area as the grounding conductor connection to the system. The grounding electrode shall be: (1)
the nearest available effectively grounded structural metal member of the structure; or (2) the
nearest available effectively grounded metal water pipe; or (3) other electrodes

(2) Thereisan exception dealing with transformers rated not more than 1000 VA. A 1000
VA transformer can use the frame, and, therefore, a grounding electrode is not necessary. This
exception is stated in Section 250-30(8)(2).

g. Thekey to one of the problems with computers and distributed control systemsis found in
Part H, “Grounding Electrode System,” Section 250-50. This part of the NEC states: “If
available on the premises at each building or structure served, each item (&) through (d), metal
underground water pipe, metal frame of the building, concrete-encased electrode, and ground ring
shall be bonded together to form the grounding electrode system.” Thisis normally interpreted as
meaning that al metallic systems within the structure shall be bonded such that they have a
common ground plane. Where none of these electrodes are available, “Made and Other
Electrodes’ may be used as specified in Section 250-52. These electrodes consist of metal
underground gas piping system, other local metal underground systems or structures, and
plate electrodes.

(1) Many control system instruction manuals show rods as the only method of connecting
to earth for the electrical system and the computer system. Thisis probably a carryover from the
residential wiring practice, where the items listed as “ grounding electrode system” are not
available and “made and other eectrodes’ (rods) must be used.

(2) Section 250-60, “Use of Air Terminals’ statesthat “Air terminal conductorsand . . .
rods. . . used for grounding air terminals shall not be used in lieu of the made grounding
electrodes required by Section 250-52 for grounding wiring systems and equipment.”

(3) Section 250-52 of the NEC states that “\Where more than one electrode is used, each
electrode of one grounding system (including that used for air terminals), shall not be less than 6
feet (1.83m) from any other eectrode of another grounding system.” The isolation between
dectrica systems, which was sought through separate ground rods, was usuadly nornexistent.

The electrical systems were actually tied together through the “sphere of influence.” The radius
of the sphere of influence of adriven rod is equal to the rod’s depth. If a10-foot rod isdriven
into the earth, everything within aradius of 10 feet will be under the influence of the 10-foot deep
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rod. The average resistance between a second rod driven within a sphere whose radiusis 10 feet
and which is centered at the top of the first rod will be negligible. They would be considered as
being connected together, assuming average earth conditions.

h. The authority having jurisdiction of enforcement of the NEC will have the responsibility
for making interpretations of the rules, for deciding upon the approval of equipment and
materials, and for granting special permission contemplated in a number of the rules (Section 90-
4). If the installation complies with and exceeds the NEC requirements, both stated and inferred,
no problems should be encountered in receiving approval for the installation. This will be true if
all the electrical systems, grounding systems, equipment enclosures, etc., are all connected and
bonded together.

4-3. System configurations

Electrical systems can encompass one item or several. A system may represent a small self-
contained electronic circuit totally within the confines of a case, cabinet, rack, or it may be an
extended collection of equipment racks or consoles distributed over a wide geographical area.
The grounding requirements and procedures will be markedly different for these different types
of systems. One way of distinguishing between different types of systemsisto examine the
manner by which power is obtained and how the equipment elements are interconnected with
each other and with other systems. Based on these two considerations, systems may be identified
asisolated, clustered, distributed, multiple-distributed, or central with extensions.

a. Anisolated system isonein which al functions are accomplished with one equipment
enclosure. An isolated system should not be confused with afloating system, which has no
external ground. Some isolated systems may be floating while others must be grounded.

(1) Only asingle power source is associated with an isolated system. (Single power source
means one battery pack, one branch circuit supply, etc.). In addition, only one ground connection
(to structure, to earth, to hull, etc.) for the entire system is needed for personnel protection or
lightning protection, or no facility ground connection at al isrequired. No conductors except the
power cord and the appropriate ground exists because no interfaces (power or signal) with other
equipment or devices, which are grounded, are present or needed. Common examples of isolated
systems are hand-held calculators, desktop computers (off ling), home-type radios, television
receivers, etc.

(2) Grounding requirements for isolated systems are illustrated by figures 4-1 and 4-2.
They typicdly include a third wire ground if powered with single-phase ac or a ground-cable run
with the power conductors if multiphase ac isinvolved. Double insulated systems as defined in
NEC Article 250- 114 are not required to have athird ground wire. Battery driven systems
usualy do not require any grounding, but the system should be isolated. It isimportant that
isolated systems are not located near lightning down conductors, or near other grounded metal
objects, and in areas where very high RF voltages may appear on equipment cases. The internal
signal grounding requirements of the isolated system are those determined by the designer as
necessary for proper self operation.

b. A clustered system as shown in figure 4-3 is characterized as having multiple e ements,
equipment racks, or consoles located in a central area. Typica clustered systems include
minicomputers, component stereo systems, medium scale data processors, and multi-element
word processors.
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Figure4-1. Minimum grounding requirements for ac power ed isolated system

(1) A distinguishing feature of a clustered system isthat it utilizes one common power
source, e.g., a battery or asingle ac power connection. There are likely to be multiple
interconnecting cables (signal, control, and power) between the members of the system but not
with any other system. A clustered system only needs one facility structure ground tie to realize
personnel safety and lightning protection requirements.

(2) Grounding for aclustered system requires that one connection be made to structural
ground as illustrated by figure 4-4. |If the power supplied is single-phase ac, the third wire
ground provides this connection. If the power supply is three-phase ac, (according to Paragraph
250-122 in the NEC) a supplemental ground conductor shall be installed. It shall be sized in
accordance with Section 250-122 and Tables 250-66 and 250- 122 of the NEC. Battery powered
systems should have one ground connection to the structure. The signal ground referencing
scheme used between the elements of the system should reflect the particular signal
characterigtics (frequency, amplitude, etc.) of the various pieces of equipment. This scheme may
be single-phase or multiple-point.

() If amultiple-point scheme is used, the signal ground may be realized with cable
shields, auxiliary conductors, or awire grid or metal sheet under or above the array of equipment.
In abenign (quiet) EM environment, signa grounding with cable shields or auxiliary conductors
between the interconnected pieces is acceptable. In high level, multi-signal environments, this
type of grounding scheme should be avoided because of the antenna pickup effects of the
multiple conductors. Signals coupling to the ground conductors produce common-mode voltages
between various source-load pairs and raise the threat of interference. A better method of
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Figure 4-4. Basic grounding of a clustered system

grounding should provide broad metal paths between the pieces of equipment of the system.
Overhead or underfloor ductwork, cable trays, and wire channels can frequently provide the
necessary signal grounding and fault protection network for a clustered system. The best
approach, and the one recommended for use in high level RF environments, will use a close-mesh
wire grid or a solid metal sheet for mounting the various pieces of equipment of the system.

(b) In extremely severe environments as in the vicinity of a transmitter, the solid sheet
is preferred over the grid. Each cabinet is carefully bonded to this grid or sheet. All
interconnecting signal leads, power buses, etc., should be routed inside enclosures and beneath
the ground plane, preferably in conduit or in raceways. Note that the evolution from the poorest
to the best approach is aimed at rendering the system and its cables successively less effective as
a pick-up antenna for radiated RF energy, particularly in the broadcast, high frequency, very high
frequency, and ultra high frequency bands.

c. A digtributed system is one in which major elements are physically separated in away that
requires equipment to be varioudy fed from different power outlets, branch circuits, different
phases of the line, or perhaps even different transformer banks.

(1) Inadistributed system, separate safety and lightning protection grounds to the facility
(vehicle) structure (frame) are required. Another common characteristic of a distributed system is
that multiple conductor lengths are likely to be greater than 1/10 of a wavelength at frequencies
where an interference threat exists. Examples of distributed systems include industrial process
control, environmental monitoring and control, communications switching, and large main frame
computer nets.
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(2) Effective grounding of distributed systems to achieve the required safety and lightning
protection for equipment and personnel, while minimizing noise and EMI, requires careful
application. To describe a stereotyped network or to list a set of rulesis not considered prudent.
Genera guidelines follow.

(a) If the system is ac powered, consider each major element (consisting of one or
more types of equipment essentially located at a particular location) as either an isolated or
clustered system, as appropriate. Proceed to ground each mgjor element. Each and every signa
port on these isolated or clustered subsystems that must interface with other portions of the total
system, i.e., other subsystems, should be viewed as interfacing with a noisy world. As such, the
techniques for controlling unwanted coupling of radiated and conducted interference into the
signa paths must be fully employed. Obvioudly, discretion will be necessary. There will be
Situations, depending upon the properties of the signal being transmitted from terminal to
terminal, the characteristics of the signal path, and the nature of the EM environment, in which no
additional protective measures are required. In general, adequate isolation must be provided
between the external (to the system) conducted and radiated noise environment and the signal

path.

(b) Common battery distributed systems present a particular chalenge. Such systems
are commonly found on aircraft where the fuselage is used for dc power return. The use of the
equipment rack, structure, hull, or fuselage for the power return path means that the structure
becomes the circuit reference. Therefore, voltage differentials between various points in the
structure appear in series with any single ended, unbalanced signal paths. Again, adequate
rejection against such conducted interference must be obtained.

(3) Multiple distributed systems are similar to that of a distributed system except that there
are usualy severa systems contained and operating in the same genera area. Typicdly, the
multiple systems share the primary power sources. A distinguishing feature of multiple
distributed systems is that they typically run a high risk of interfering with each other and are
susceptible to interference from facility noise and the external environment. Thus, in addition to
having grounding requirements like those discussed for distributed systems, additional shielding
and filtering requirements are necessary to minimize intersystem interference.

d. A centra system with extensionsisillustrated in figure 4-5. It is distinguished from an
isolated or clustered system in that integral elements of the systems extend out from the central
portion at long physical and electrica distances. This system is distinguished from a distributed
system in that the extended elements obtain their power from the central element. Connections to
apower source are not made anywhere except at the main element. An example of this type of
system is an industrial process controller with sensors and actuators located remotely from the
data logger or controller.

(1) The centra or primary element of this type of system should be founded as though it
were a clustered or isolated system. Depending upon the operating frequency ranges and signal
levels of the extension elements and the characteristics of the EM environment, a single-point tree
or star grounding scheme may be used or a multiple-point scheme may be used.

(2) Itislikely that most systems of the central-with-extensions configuration will involve
relatively low frequency (audio or below) with operating bandwidths encompassing the power
frequencies. If thisisthe Situation, a Sngle-point tree is recommended. The ground mode would
be at the central e ement with one connection (the safety ground) made to the structure. Extended
elements should be floated or balanced. Twisted pair or balanced signal transmission-line
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conductors should be used between the central element and the extended elements. |If radiated
coupling proves to be a problem, the extended elements should be configured, if at all possible, so
that the shields (as on coax, for example) from the central element can be continued to enclosure
the extended elements.

4-4. Ground configurations

a. Single-point grounding means connecting one point (either the source or load end) of the
signal return side of the energy transfer loop to ground. There are many applications, which
require single-point grounding. Although definitely advantageous in many situations, in a multi-
equipment system or facility a single-point ground system can be very difficult to implement and
maintain as atrue single-point ground system.

b. Multiple-point ground attempts to realize an adequately low ground plane impedance, i.e.,
minimize ground refererce voltage differentials, is the basis of multiple-point grounding. In
multiple-point grounding, the source and load end of every energy (signd) transfer pair is
connected to a ground plane (chassis, equipment cabinet, structural frame, printed circuit board,
etc.) by the shortest electrical path. The ground plane is aso interconnected by the largest
feasible number of parale paths. Ideally, the ground plane would consist of a solid metal mass
of lowest possible resistance.

c. A signd ground is necessary for RF equipment and circuits which frequently utilize the
chassis, cabinet, or large unetched areas on printed circuit boards as ground planes for the signals
of primary interest. Large, common areas are effective RF signal grounds because wide metal
paths exhibit lower inductance, and thus lower impedance, than do round wires or narrow rods.
To retain the ground plane effectiveness, paths serving as individual component, device, or
network grounds must be short to minimize the circuit-rel ative impedance; thus, the overall
ground must be brought to the component, device, or network. RF interfaces (input and output
signal ports) are typically unbaanced and thus cable references, or signal grounds, must be the
same as the chassis or cabinet ground.
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d. The control of ground plane impedance is important in ensuring a noise-free system.
Interference between circuits and systems always exists between ground conductors.

(1) Grounding conductors and paths exhibit inductive, capacitive, and resistive properties.
Having such properties means that grounding conductors and paths rarely provide the zero
impedance, or equipotential, reference plane which is sought for the grounding of signals. Any
unwanted signals, whether they are power or microwaves, pose a threat of interference to desired
signals whose circuits are referenced to the network.

(2) If both source and load ends of a circuit are connected to a noisy ground reference, a
possibility exists for interference. Obvioudly, if the voltage differential between the source and
the load is reduced, the interference threst is reduced.

(3) Reduction of interference can be done through lowering the impedance of the path
through which the interference currents (and, frequently, the desired signal currents) are flowing.

(4) Ground noise problems can frequently be solved by providing more ground paths
through the bonding of al metallic members of an equipment cabinet, or of a structure, together
with low impedance interconnections. The technique, if thoroughly applied throughout a facility,
can be very effective in reducing ground system (plane) impedance. The use of massive ground-
return conductors, grounding sheets, or large area plates are frequently helpful.

e. Ingtuations where single-point grounding is required at RF frequencies, capacitive
grounding can be used. Thisisreferred to as frequency-selective grounding. The inverse
situation can also be employed where an inductance is used to achieve a dc and low frequency
ground (e.g., for safety) and approximate an open circuit at RF. Parasitic effects can render
capacitive and inductive grounding highly unpredictable and should be used only under unusua
conditions and with a great deal of care to assure that the overall interference problem is not
aggravated.

4-5. Grounding for fault protection

Fault protection is an integral part of ground network design. Freguently, signal grounds are
common with fault protection paths, particularly where structural elements of a building are
involved. Because traditional practices and personnel and structural protection regquirements
strongly favor that priority be placed on fault protection needs over EMI needs, it is likely that
signal ground networks must be designed to be compatible with these networks. Occasionally,
requirements of fault protection will force compromises in the signal ground design and
implementation. The following discussion presents an overview of the principles of design
behind fault protection systems.

a. One primary reason for grounding isto prevent electric shock in the event of acircuit fault.
Electric shock occurs when the human body becomes a part of an electric circuit. 1t most
commonly occurs when people come in contact with energized devices or circuits while touching
agrounded object or while standing on a damp floor. The effects of an electric current on the
body are principally determined by the magnitude of current and duration of the shock. Current
is determined by the open circuit voltage of the source and total path resistance including internal
source resistance and human body resistance.

(1) In power circuits, internal source resistance is usually negligible in comparison with
that of the body. In such cases, the voltage level, V, is the important factor in determining if a

4-10



TM 5-689

shock hazard exists. At commercia frequencies of 50 to 60 hertz and voltages of 120 to 140
volts, the contact resistance of the body primarily determines the current through the body. This
resistance may decrease by as much as afactor of 100 between a completely dry condition and a
wet condition. For estimation purposes, the resistance of the skin is usually somewhere between
500 and 1500 ohms.

(2) An éectric current through the body can produce varying effects including death,
depending upon the magnitude of current. For example, the perception current is the smallest
current that might cause an unexpected involuntary reaction and produce an accident as a
secondary effect. Shock currents greater than the reaction current produce an increasingly severe
muscular reaction. Above a certain level, the shock victim becomes unable to release the
conductor. The maximum current at which a person can still release the conductor by using the
muscles directly stimulated by that current is called the let-go current. Shock currents above the
let-go level can begin to cause check muscles to contract and breathing to stop. If the current is
interrupted quickly enough breathing will resume. At a still higher level, electric shock currents
can cause an effect on the heart called ventricular fibrillation. Under this condition, usually there
is astoppage of heart action. Various current levels for 60 hertz and dc are summarized in table
4-1. At frequencies above 300 hertz, the current levels required to produce the above effects
begin to increase due to skin effort. For example, the perception current is appraximately 100
milliamperes at 70 kilohertz (kHZ). Above 100-200 kHz, the sensation of shock changes from
tingling to heat. It isbelieved that heat or burns are the only effects of shock above these
frequencies.

b. To protect people from inadvertent exposure to hazardous voltages, al exposed metallic
elements should be connected to ground. In this sense ground usually means other exposed
equipment, metal members of the building, plumbing fixtures, and any other metallic structures
likely to be at a different (hazardous) potentia in the event of afault.

(1) If accidental contact occurs between energized conductors and chassis, frame, or
cabinet through human error, insulation failure or component failure, a direct low resistance path

Table4-1. Summary of the effects of shock

Alternating Current (60 Hertz) Direct Current Effects

(milliamperes) (milliamperes) (milliamperes)

051 0-4 Perception

1-3 4-15 Surprise (reactor current)

321 15-80 Reflex action (let-go current)

21-40 80-160 Muscular inhibition

40-100 160-300 Respiratory block

Over 100 Over 300 Usually fatal
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exists between the fault and the energy source (usually a transformer) which causes fuses to blow
or breakersto trip and thus quickly remove the hazard.

(2) The dependence of shock effects upon frequency suggests that the relative danger from
electric shock is related to the duration of exposure so that one objective of the fault protection
system (network) is to reduce the time of exposure to aminimum. Another reason for achieving
rapid clearance isto limit temperature rise in the faulted conductor and thus minimize a potential
fire hazard.

c. Fault protection design is normally governed by the NEC and other established industry
standards. The NEC isissued by the NFPA as NFPA 70 and is updated every three years. This
code has been adopted by the American National Standards Institute (ANSI) as ANSI/NFPA 70
and it israpidly becoming universally accepted. It has become, in effect, a Federal Standard with
its incorporation into the OSHA requirements.

(1) When viewed from the perspective of EMI and noise control, it should be remembered
that the primary objectives of the NEC are fire and shock hazard protection and not the
achievement of EM compatibility. However, this does not mean that practices of the NEC are
necessarily in opposition to good EMI practices. It does mean that the NEC standards must be
met in any equipment or system design and ingtallation and, therefore, its requirements must be
thoroughly understood while implementing any EMI grounding system. Another thing to realize
isthat smply conforming to the NEC does not assure a noise-free system; generally other
measures also must be employed to achieve the desired level of total system (equipment, facility,
and environment) compatibility.

(2) Article 250 of the NEC sets forth the genera grounding requirements for electrical
wiring in astructure. Present requirements of the NEC specify that the ground lead (green wire),
in asingle-phase ac power distribution system, must be one of three leads. The other two leads
comprise the hot lead (black wire) and the neutral lead (white wire). The ground lead is a safety
conductor designed to carry current only in the event of afault. The hot lead is connected to the
high side of the secondary of the distribution transformer. For fault protection, the NEC specifies
that the neutral be grounded at the service disconnecting means (main breaker). The safety
ground (green wire) is grounded at that point as shownin figure 4-6. All exposed metallic
elements of electrical and electronic equipment are connected to this ground with the green wire.

(3) Grounding of athree-phase wye power 